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TEPMUHBI 1 OITPEJAEJEHUA

AyTeHTH(UKALIUSI — JCUCTBUSA TIO TPOBEPKE TOMIMHHOCTH CYOBEKTa IOCTyNa B
HH(POPMAIMOHHON CUCTEME

be3onacHocTh MH(OPMALIMU — COCTOSHUE 3AIMUIICHHOCTH HHPOPMALIMH, TIPH KOTOPOM
oOecrieYeHbI €€ KOH(PUACHITHAITBHOCTD, TIOCTYITHOCTh U IIETOCTHOCTh

locynapcTBeHHasi uHpoOpMaUMOHHAasi cHCTeMa — WHQOPMAIMOHHAS CHCTEMA,
co3maBaeMas B IENIX pEaNH3alMH TOJTHOMOYHH TOCYJAPCTBEHHBIX OPTaHOB W
oOecrieueHNss oOMeHa wWH(pOpPMAIMEH MEXAy >STHMH OpPraHaMH, a TaKKe B HHBIX
YCTAHOBJICHHBIX (pe/iepaIbHbIMH 3aKOHAMH LIEJISX

JlocTyn Kk MH(GOpPMALMU — BO3MOKHOCT TIOJY4YCHUS HHPOPMAITUH U €€ HCIIOIb30BAHUS
JOCTYNMHOCTB — COCTOSTHIE HHPOPMALIHH, XapaKTEPH3YEMOE CTIOCOOHOCTHIO TEXHHYECKUX
cpeAcTB U HH(OPMALIMOHHBIX TEXHOJOTHA 00€CIIeYnBaTh OCCIIPENSATCTBEHHBIN JOCTYT K
nH(pOpMAIHH CYOBEKTOB, IMEIOIUX HA 3TO TIOTHOMOYHS

3ammTa nHpopMaLMU 0T HECAHKLMOHHPOBAHHOT0 AOCTYNA — 3aIUTa WH(HOPMAITUH,
HAmNpaBJICHHAs HA  TNPEAOTBPAIEHHE TONYYECHHS  3alMImaeMod  HHpopMaimu
3aWHTEPECOBAHHBIMH CYOBEKTAMH C HAPYHNICHHEM YCTAHOBJIEHHBIX HOPMATHBHBIMH H
MPABOBBIMH JTOKYMEHTAMH (AKTaMH) WM 00IaaTeIMA HH)OPMALIMK TIPaB WIH TTPABHIT
pasrpaHUYEHUs TOCTyIA K 3aMUIaeMON HHpOpMamn

3ammiaemasi uHgopmauusi — HHGOPMALHSA, ABIAIOIIAICS MTPEIMETOM COOCTBEHHOCTH H
MOJJIeXKAINASA 3aIIUTE B COOTBETCTBHH C TPEOOBAHWAMH TPABOBBIX JOKYMEHTOB HITH
TpeOOBAHHUAMH, YCTAHABIUBAEMBIMH COOCTBEHHUKOM WHPOPMALH

Nnentudukanmus — MPUCBOCHUE CYOBEKTaM M OOBEKTAM JOCTyNA HACHTH(UKATOPA W
(wiM) CpaBHEHHE TMPEIBIBILIEMOTO HICHTH(UKATOPA C TMEPEYHEM NPUCBOCHHBIX
WICHTH(UKATOPOB

Nudopmanmonnass cucreMa — COBOKYIHOCTh COJAEpIKAmIecs B 0a3ax JaHHBIX
nHpOpMAIMH W OOECTICUHMBAIOIINX €€ 00pad0TKy WH(POPMALMOHHBIX TEXHOIOTHH W
TEXHUYECKHUX CPEJICTB

NudopmaunoHHbIe pecypcbl — OTIEIBHBIE JOKYMEHTHI H OTHEIBHBIE MACCHBBI
JTOKYMEHTOB, TOKYMEHTBI U MACCHBBI JJOKYMEHTOB, COJCPKAIIHECST B HHPOPMAUOHHBIX
cucremax (OmOnmuMoTeKkax, apxuBax, (oHAaX, OaHKaX MaHHBIX, HH()OPMAMOHHBIX
cUcTEMaX JPYTHUX BUIIOB)

NudopmannoHHble TEXHOJOTMHM — TPOIECCH, METOMBI TOWCKA, COOpa, XpaHEHUS,
00pa0oOTKH, TPEIOCTABICHHSA,  PACTPOCTpPaHEHHWs  WHDOPMAIMH HW  CIIOCOOBI
OCYIIECTBIIEHUS TAKUAX MPOLIECCOB U METOAOB

Nudopmauus — cBeaeHus (cooOmEHHA, MaHHBIE) HE3aBUCHUMO OT (QOpMBI HX
TIPECTABIICHUS

KonTposupyemasi 30Ha — TpOCTPaHCTBO (TEPPUTOPHSA, 3JaHHE, YACTh 3JaHHSA), B
KOTOPOM HMCKITFOUEHO HEKOHTPOJUPYEMOE MPEOBIBAHUE JTUI], HE UMEIOIIUX MOCTOSTHHOTO
WA Pa30BOTO JIOMYCKA, U IOCTOPOHHUX TPAHCIIOPTHBIX CPEICTB

KonpuaeHumaabHOCTh — 0053aTEBHOE IS BBITIOJIHEHHUS JIMLIOM, TIOTYYHBIIUM JOCTYTI
K OIpeeIeHHOM HHpopMarmn, TpeOoBaHHE HE TIEPEIaBaTh TAKYIO HH(OPMAIHIO TPETHHM
nunaMm 0e3 coTiiacHs ee 00IamaTerns

OG6paGoTka mepcoHAJbHBIX AAHHBIX — JACHCTBHA (OMEpPAalMH) C TEPCOHATBHBIMU
JaHHBIMH, BKIIOYas CcOOp, CHCTEMATH3AIMIO, HAKOIUICHWE, XpaHEHHE, YTOYHCHHE
(oOHOBNEHHE, H3MEHEHHE), UCTIONB30BAHUE, PACIIPOCTPAHEHHE (B TOM YHCIIE TIEpeaaqy),
00e3TMYUBaHUE, OIOKUPOBAHUE, YHUUTOKEHHUE TTEPCOHATBHBIX JAHHBIX



OnepaTtop — TpaXIaHUH WIH FOPUIHIECKOE JTUIO, OCYIIECTBIIOMHAE ACITETLHOCTD TI0
SKCIDTyaTalMi UHPOPMAIMOHHOW CHCTEMBI, B TOM 4YHCJE TIO 00padoTKe HWH(OPMAIUH,
COJIEpIKaIIeHcs B ee 0a3ax JaHHBIX

IlepconanbHble JaHHBbIE — MF00as UHPOPMAIUS, OTHOCAIIAACA K MPSIMO WIIH KOCBEHHO
OTIPEZIETICHHOMY, WITH OTIPEEIIeMOMY (PH3HIECKOMY JTHILY

¥Yrpo3a 6e3onacHocTH HH(POPMALIUU — COBOKYITHOCTH YCITOBHH U (PAKTOPOB, CO3TAFOTIUX
MOTEHITHATPHYI0O WM PEANTbHO CYIMECTBYIOIIYI0 OMACHOCTh, CBA3AHHYIO C YTE€YKOM
uHbOpMAIMH  WWIM  HECAHKIMOHUPOBAHHBIMH  W/WIH  HEMPEIHAMEPEHHBIMH
BO3JICUCTBUAMH HA HEE

Va3BUMOCTb — HEAOCTATOK (CIa00CTh) MPOTPAMMHOTO (MPOTPAMMHO-TEXHHYECKOTO)
cpeacTBa WM WH(OPMAIMOHHON CHCTEMBI B IEJIOM, KOTOPBIH (KOTOpPas) MOXKET OBITh
WCTIONB30BAHA T PEATH3aLUH YyTpo3 0€30MacHOCTH HH(pOpMaun

HenocTHocTh — YCTOWYMBOCTD HMHPOPMAIMH K HECAHKIMOHHUPOBAHHOMY WIIH
CIy4aifHOMY BO3JIEUCTBHIO HA HEE B MPOIecce 0OpPadOTKA TEXHHYECKUMH CPEICTBAMH,
PE3yABTATOM KOTOPOTO MOKET OBITh YHHUITOKEHHE U UCKAKEHUE HH(POPMALIHH.

OBO3HAYEHMHUSA N COKPAILIEHUA

I'OCT P — I'ocynapctBeHHsiit crangapt Poccutickoit @enepanuu

Honutuka — TlomuTuka wHpOPMAMOHHON Oe3omacHOCTH [ OCyIapcTBEHHOTO
OFO/DKETHOTO  YUPEXKACHHA JOTOJHUTENBHOTO OOpPa30BaHUSA CHOPTHBHOM  IIKOJIBI
omummHiickoro pesepsa Ne 1 Hesckoro paiiona Cankr-IletepOypra

®CB Poccun — OeaepanpHas ciry:k0a 6e3onacHocTr Poccuiickoit eneparmpu

OCTIK Poccnn — DenepanbHas coyx0a 1Mo TEXHAYECKOMY U SKCTIOPTHOMY KOHTPOJTIO

1. OBIIME IMOJIOKEHU A

Hactosmas IlonmuTthka sABISETCS AOKYMEHTOM, OTPEACTSAIONIMM HAmpaBICHUSA
JESITEIIFHOCTH B 00IaCTH 00ecTieueHUsT HH(POPMAIIMOHHOM 0€30TTaCHOCTH U TIPEICTABIISET
COOOM CHCTEMATH3UPOBAHHOE W3JIOKEHWE TIelNed W 3a7ad  MH(POPMAIMOHHON
0€30MacHOCTH, KaK OJJHO WJIH HECKOJBKO MPABHJI, MPOLEAYP, MPAKTHUECCKUX MPUEMOB U
PYKOBOJIAIINX MPHHIIATIOB, KOTOPBIMH PYKOBOACTBYeTCs ['ocymapcTBeHHOE OFOKETHOE
VUpEeKICHUE AOMOTHUTETFHOTO 00PAa30BaHUSA CTIOPTUBHAS IKOJIA OJTUMITHICKOTO pe3epBa
No 1 Hesckoro paiiona Cankr-IlerepOypra (mamee - VYupekaeHue), a TaKke
OpPTaHU3ALMOHHBIX, TEXHONOTHYECKUX W TPOLEAYPHBIX AaCMEKTOB OOECTICUEHUS
HH(POPMAIMOHHON O€30TTACHOCTH.

[Tomoxkenust Hactosmed [loMUTHKH HE pacHpOCTPAHSIOTCS HAa OOECTICYCHHE
WH(OPMAIIMOHHOW 0€30TTACHOCTH CBEICHUM, COCTABIIIONUX TOCYTAPCTBEHHYIO TalHY.

OcHoBHOM 3amauedi B 007acTH HHPOPMAITMOHHOW OE30TACHOCTH Y UPEKIACHUS,
MPU3HAETCSA COBEPIIEHCTBOBAHWE MEP M CPEACTB OOECTICUEHHUS 3aIIHUTHI WH(POPMAIMH
WH(POPMAIMOHHBIX PECYPCOB YUPEKIEHUS B KOHTEKCTE PAa3BUTHA 3aKOHOAATEIHCTBA
Poccuiickoii Denepanyii 1 HOPM PETYNHPOBAHUS WH(OOPMAIIMOHHOW NEATETHHOCTH B
TEKYIIUX YCIOBUAX ()YHKIIMOHUPOBAHUSI HH(POPMAIMOHHOTO TIOTIS.

[Tpu paspadorke [TomuTHKH YIUTHIBATUCH OCHOBHBIE TTPUHIIUITBI CO3MAHUS CHCTEM
3aImuThl HH()OPMAIIMH, XaPAKTEPUCTHKHA ¥ BO3MOKHOCTH OPTaHH3AITMOHHO-TEXHHYECKHX
MEP W COBPEMEHHBIX TPOTPAMMHBIX W aNMapaTHO-IPOTPAMMHBIX CPEICTB 3aIUTHI
uH(pOpMAaIHH.

B pamkax cBoed nMeATETPHOCTH YUpPEXKACHHE O0A3yeTCs MPEANPUHUMATH BCE
BO3MOJKHBIE MEPHI JIJISI 3aIIUTHI HHPOPMAIHH OT YTPO3 0€30IacHOCTH HH(OPMAIHH.



TpeOoBanus  wHPOPMAMOHHOW  OE30MACHOCTH,  COOTBETCTBYIOT  IICISAM
ACATETPHOCTH YUpPEXKACHHUA W TPEIHA3HAYCHBI I CHHJKCHHS PHCKOB, CBSI3aHHBIX C
peanm3anmei yrpo3 0e30nacHOCTH HHYOPMALIHH.

[TomuTHka MOCTyITHA BCeM PaOOTHHUKAM YUYPEKICHHS H BCEM TOJIb30BATEISAM €ro0

PecCypcoB.

2. IIEJIN 1 BAJIAYM OBECITEYEHUS HH®OPMAIIMOHHOM
BE3OIMTACHOCTH

CyOBekTsl HH)OPMAITHOHHBIH OTHOIICHUN
CyObexTamu ipu oOecriedeHuH WH(POPMAIMOHHOW OE€30TACHOCTH B Y UPEIKIACHHUH
ABIIAFOTCS:
- paOOTHHUKH YUpeKIeHHUS (B TOM YHCIIE YBOJICHHBIE);
- POIUTENH (3aKOHHBIE TIPEICTABUTEIN);
- (pusuueckue nHIA, TPEICTABUTENN KOHTPATEHTOB B PAMKAX HCIIOTHEHHS JOTOBOPHBIX
00s13aTEIbCTB;
- pusndeckue HIa, IOIABITHE OOPAIICHHE B apec Y UperKACHUS;
- IOPUOWYECKHE JIN[A, B PaMKaX HWCIOJHEHHUA MOTOBOPHBIX OOS3aTENECTB WM BO
WCTIOJTHEHUHW TPeOOBAHUH CO CTOPOHBI 3aKOHOAaTeNIbcTBa Poccuiickoit deneparuy;
- OpTaHbI TOCYAAPCTBEHHOM BIACTH.

OOBexThl HHPOPMAITHOHHBIX OTHOIIEHUH

O0pexkTaMu HHPOPMALTMOHHBIX OTHOIICHUHN SIBISFOTCS
- TH(OPMAITMOHHBIE PECYPCHI Y UPEXKICHUS;
- Tpouiecchl 00paboTKM HMHPOpPMAIMKA B HHPOPMALMOHHBIX CHUCTEMAaxX Y UPEKIACHHUA,
WH(POPMAIMOHHBIE TEXHOJIOTHH, PETIIAMEHTHI M TPOLIEAYPHI cO0Opa, 00padOTKH, XPaHEHUS
W miepeiayu HHpOpMAInH;
- CHCTEMBI M CPEACTBA 3aIHUTH WHPOpPMAIHH, OOBEKTHI M TIOMEMICHUSA, B KOTOPBIX
pasMemIeHbl CPeIcTBa 00PadOTKH HHPOPMAITHH.

[{emu oOecieueHns HHPOPMAIIHOHHOHN 0€30IMaCHOCTH

OcHOBHOM TIeNbIO OOecTieueHHss WH(OPMAIMOHHON O€30TacHOCTH Y UpPEeKACHUS
SBJISIFOTCS JIEUCTBHSA HATIPABIICHBI HA JOCTHKEHHE 3AIIUTHI CYOBEKTOB HHPOPMAITHOHHBIX
OTHOIIEHWH OT BO3MOKHOTO HAHECEHHS MM MATEPHATBHOTO, (PH3HYECKOTO, MOPAITBHOTO
WA WHOTO ymiep0Oa, OCPEACTBOM CITyYaiHOTO HITH TPETHAMEPEHHOTO BO3JCHCTBUS HA
WH(OPMAIHIO, B TOM YHCIIE:
- COONIOJEHHUS TPABOBOTO PEKHMMAa HCIOJIb30BAHUS MACCHBOB HM CPEACTB 00pPaOOTKH
WH(POPMALHH;
- TIPEIOTBPAINEHHS PealM3aliK yrpo3 0€30MacHOCTH HHPOPMALIMU TIPH OCYIIECTBIICHHH
JNEATETBHOCTH Y UPEKICHHUSA.

3amaumn obecrieueHuss HHPOPMAITHOHHON O€30TIACHOCTH

Joctmwkenue 1enen odecrieueHus: WHHOPMAIIMOHHON O€30MAaCHOCTH W CBOWCTB
uHpOpPMAIHH, YUPEKACHUS PEIIACTCS CIIETYFOTTUMH 3aa9aMH;
- 3aIIUTHI OT HECAHKIIMOHUPOBAHHOTO JOCTYTA K HHPOPMAITHOHHBIM PeCypcam;
- pasrpaHWdeHHs JOCTyNa TOJIb30BaTeed K WHPOPMAIMOHHBIM, AaIapaTHBIM,
MPOTPAMMHBIM M UHBIM PECYPCaM;
- PETUCTpAIMHA W TIEPHOTUIECCKOTO KOHTPOJISI ACHCTBUE TONIB30BATENCH MPU 00paOOTKE
3aImuIaeMon HH(YOPMAITHH U EPUOTTIECKAN KOHTPOJIh KOPPEKTHOCTH UX JICHCTBHA;



- KOHTPOJIA LIETTOCTHOCTH CPEIBl MCIIOJIHEHUS TIPOTPAMM U €€ BOCCTAHOBIIEHHE B CITy4ae
HAPYIIEHUS;
- oOecrieyeHHs ayTEeHTH(PHKALMA W HACHTH()UKAIMH TI0JTb30BATENICH, YUACTBYIOIUX B
HH(POPMAIMOHHOM OOMEHE;
- o0ecrieYeHrs UCTIPABHOCTH PUMEHIEMBIX B HH)OPMAIMOHHBIX CHCTEMAX Y UPEXKICHUSA
CPEACTB 3aIIUTHI HHPOPMALIHH;
- CBOEBPEMEHHOTO BBIIBIICHHE HCTOYHHKOB yTPo3 0€30macHOCTH HHPOPMALIMH, TIPUIHH H
YCIOBHH, CTHOCOOCTBYIOINIMX HAHECEHUIO YIIepOa 3aMHTEPECOBAHHBIM CyOBEKTaM
WH(POPMAIMOHHBIX OTHOIICHHIA;
- CO3JMaHHWEM CIYy’KOBI MOHHTOPHHTa W PEarnpoBaHUSA HA YIPO3bl 0OE30MACHOCTH
WH(POPMAIMH U HETATHBHBIE TIOCIIEICTBUS;
- CO3MaHWEM YCIOBHH i1 MHHHMH3AIMH HAHOCHMOTO yiiepOa HEmpaBOMEPHBIMHU
ICUCTBUSAMU, U YCTPAHEHUE TIOCIIEACTBUH HAPYIIEHNU HHPOPMAIIMOHHON 0€30TTaCHOCTH B
YupekaeHuu.

Pemenne BpIIENEPEUYUCIEHHBIX 3aJa4 B YUPEXKACHHH  OCYIIECTBIACTCS
MOCPEICTBOM:
- y4eTa BCeX MOUTEKAINX 3aIuTe HH()OPMAMOHHBIX PECYPCOB;
- JKYPHAJIMPOBAHUS JEHUCTBHH TEPCOHANA, OCYHICCTBIAIONIETO OOCITY:KMBaHHE |
MOJU(UKALMIO TPOTPAMMHBIX M MPOTPAMMHO-AIMIAPATHRIX CPEICTB HH(POPMATMOHHBIX
CHUCTEM;
- perinaMeHTalud TPOIECCOB 00padOTKM HWH(POPMAIMH, MEWCTBHA PaOOTHHUKOB
VYupexxaeHus, OCYIIECTBIIIOMUX JKCIUTYaTAllMI0 TPOTPAMMHBIX M TPOTPAMMHO-
amnmapaTHBIX CPEJCTB, HA OCHOBE YTBEPKAECHHBIX OPTaHU3ALMOHHO-PACTIOPSIHTETBHBIX
JOKYMEHTOB TI0 3aUIUTE WH(OPMAIIH,
- Ha3HAYCHWA W TOATOTOBKOW pPAOOTHHKOB, OTBETCTBEHHBIX 3a OPTaHU3ALMUIO U
OCYIIECTBIICHHE MEPOTPHUATHH MO OOSCTICYCHHUIO HH(POPMAIMOHHOW OE30TacHOCTH B
YupexaeHuu;
- HAQACTICHUS KaKI0TO Pa0OTHHKA MUHHUMAIIBHO HEOOXOTUMBIMU NPABaMHU IPU padoTe B
HH(OPMAIMOHHOW HHPPACTPYKTYPE COTIACHO UX TOJKHOCTHBIM OO0S3aHHOCTSM;
- COOMFO/ICHUSA BCEeMH pPAOOTHHKAMHM, SKCIUTYaTHPYIOIIUMH € OOCTYKHBAIOIIUMHU
MPOTPAaMMHBIE M TPOTPAMMHO-ANIIAPATHBIE CPEACTBA, TPEOOBAHWH OPTAaHU3ALHOHHO-
PacCTIOPATUTEIIBHBIX JOKYMEHTOB 10 BOmpocaMm oOecreueHuss HHGPOPMAITHOHHON
0€30MaCHOCTH;
- TIEPCOHATBHOM OTBETCTBEHHOCTBIO KAXIOTO PAOOTHWKA 3a CBOM JICHCTBUA,
VYaCTBYIOIIETO B pPaMKaX CBOMX (YHKIHMOHANBHBIX OOSM3aHHOCTEH B TMpoIleccax
aBTOMATHU3UPOBAHHOW O0OpPa0OTKM HWH(POPMAIMM W HMMEIOMETO JOCTYIl K pecypcam
WH(POPMAIMOHHBIX CUCTEM;
- peanmM3anmen TEXHOIOTHIECKUX MPOIECCOB 00PaOOTKH HH(OPMAIIHH C HCIIOTH30BAHHUEM
KOMIUTEKCOB OPTaHW3AMUOHHO-TEXHHYECKUX MEP 3aIIUTHI TPOTPAMMHOTO 00ECTICUEHHS,
MPOTPAMMHO-ANITAPATHBIX CPEICTB;
- IPUHATHA MEP MO OOECTICUEHHUIO (PU3HIECKOW LETOCTHOCTH MPOTPAMMHO-ATIMAPATHBIX
cpeacts  WH(MOPMAIMOHHBIX CHCTEM M TOJJACPKAHHEM HEOOXOJAMMOTO  YPOBHSA
3aMTUIIEHHOCTH KOMITOHEHTOB;
- HWCTOJIb30BAaHUA TPOTPAMMHBIX M TPOTPAMMHO-AIMMAPATHBIX CPEACTB  3aIUTHI
uH(popMarmKu 00padaThIBAEMOM B YUPEXKICHUH W aIMHHHUCTPATHBHOW TOICPIKKON HX
WCTIONTb30BAHMS,
- KOHTPOJS COOJFOJIEHHUS TOJB30BATEIIIMU WH(POPMAIMOHHBIX CHUCTEM TPEOOBAHHWM TIO
o0ecrie4eHHI0 HH(POPMAIIHOHHOM O€30TTACHOCTH,
- mpoBeneHUs aHamM3a >(POEKTHBHOCTH NPHUHATHIX MEP 3aIMUTHl HH(POPMAIUH |
MPUMEHSAEMBIX CPEACTB 3aIMUTHI HHPOPMAIIMK B Y UPEIKICHUH,



- pa3pabOTKU W peaM3alHy TIPEIJIOKEHUH TI0 COBEPIIEHCTBOBAHUIO CHCTEM 3aIlUTHI
nH(pOpPMAIHH B Y YPEIKICHUH.

3. MPHHIUIIBI OBECIIEYEHH S HHOOPMAIIMOHHON BE3OITACHOCTH

OobecnicueHre WHPOPMAITMOHHONW O€30MACHOCTH, MOJKHO OCYHICCTBIATECS B
COOTBETCTBHH CO CIICAYIOIIUMH OCHOBHBIMH IPHHITUTIAMH:

IMpuHUMN 3aKOHHOCTH

[Ipu BBHIOOpPE MEPONPHUATHHA MO 3aIMUTe HWHYOPMAIMH, JODKHO COOMFOIATHCS
ICUCTBYIOIIEE 3aKOHOIATENbCTBO Poccuiickoit @exepanmm B cepe  3amuTh
uH(pOpMAaIHH.

Bce paOOTHHWKHM MOKHBI WMETh TMPEACTABICHHE OO0 OTBETCTBEHHOCTH 32
npaBoHApyIIeHUs B cepe 3amuTel nHpopManmu. [IporpaMMmHoO-anmapaTHeie CpeacCTBa,
NMPUMEHSAEMBIE B YUPEXKACHWH, JODKHBI HWMETh COOTBETCTBYIOIIWE JIMIICH3UH,
ourmaTbHO TPHOOPETATECA Y TPEACTABUTEICH Pa3paOOTUYMKOB STHUX CPEICTB HITH
ABIIATHCS HHTEIUIEKTYAIbHOW COOCTBEHHOCTHIO Y UPEIKICHHUS.

IpuHUMO CUCTEMHOCTH

[lpu co3maHUM CHCTEMBI 3aMIUTHI JOJDKHBI YYUTHIBATBCS AaKTyajbHBIC YTPO3BI
0e30macHOCTH WH(OPMAIMH, BO3MOKHBIE OOBEKTHI M HAMPABIICHHUA aTak HAa HEE CO
CTOPOHBI HAPYLIUTENEH.

CucTema 3amuTHl AOJDKHA CTPOHUTHCS C YYETOM HE TOJIBKO HM3BECTHBIX KAHAIOB
YTEUKH UH(POPMAIMH, HO M C YYETOM BO3MOXKHOCTH IOSIBIIEHHS HOBBIX YS3BHMOCTEH B
MPOTPAMMHOM 00ECTICYCHUH.

HMpuHUMO KOMIJIEKCHOCTH

KommiekcHOE HCTIONB30BaHWE CPEACTB 3alIMTHl HMH(POPMAIMH TIPEAIOIaraet
COTJIACOBAHHOE TPUMEHEHHE TPH TIOCTPOECHHWH IIEIOCTHOM CHCTEMBI  3aIlHUTHI,
MEPEKPHIBAIOIIEH BCE CYHIECTBEHHBIE YTPO3bl O€30MACHOCTH HWH(GOPMAIHMH. 3aniuTa
IOJDKHA CTPOMUTHCA SUICTOHUPOBaHO. (DH3HMueckas 3amIuTa TOJDKHA OOECTIeYMBATHCA
(U3UIECKUMH CPEICTBAMH M OPTAHU3ALMOHHBIMU MEPAMH.

[Tpr MOCTPOEHWH, BHEAPEHHH W JKCIUTYaTAMH CHCTEMBI 3aIMUTHI HH()OPMALHA
PYKOBOJCTBO YUpEkKJCHHUS OOecTieunBacT ycloBUS sl S(PPEKTUBHON KOOpPIWHAIIUN
JEUCTBUH BCEX JIHII, 00CCTICUHBAIOTIIMX WH(OPMAIIHOHHYIO 0€30TaCHOCTb.

IpuHUMN CBOEBpPEMEHHOCTH

PazpaboTka cucTembl 3amKUTHI MHPOPMALMH TOJDKHA BECTHCHh NAPAUIENBHO C
pa3paboTkoO W HWHPOPMAIMOHHOW CHCTEMBI. OJTO TIO3BOJMT YYECTh TPeOOBAHUS
0€30MacHOCTH TPH MPOESKTHPOBAHUH APXUTEKTYPHI U, B KOHEUHOM CYETE, CO3/1aTh OoJiee
¢ dexTuBHBIE WHOPMAIMOHHBIE CHCTEMBI, OOJANAIOTIHE JOCTATOYHBIM YPOBHEM
3aNTUIIEHHOCTH.

IMpuHUMN NpeeMCTBEHHOCTH

[TocTostHHOE COBEPIIEHCTBOBAHUE MEP M CPEICTB 3AIMUTHI HH(POPMALIMHA HA OCHOBE
MPEEMCTBEHHOCTH OPTAHHM3ALMOHHBIX W TEXHHUYECKHX PEHICHHWH, KaJpPOBOTO COCTABA,
aHanu3a GyHKIMOHUPOBAHUS HH()OPMAITMOHHBIX CHCTEM M CHCTEMBI €€ 3alIUTHI C YIETOM
W3MEHEHUH B METOJaX W CPEACTBAX Mepexpara HHPpOpMAIH, HOPMATUBHBIX TPEOOBAHHIMA
O 3amMTe WHHOPMAIIHH.

IpuHUMNT I0CTATOYHOCTH

CooTBeTCTBHE YPOBHS 3aTpaT Ha oOecTieueHre HH(POPMAITHOHHON 0€30MTaCHOCTH H
LHEHHOCTH WH(OPMAIIMOHHBIX PECYPCOB HA BEIMYHMHY BO3MOMKHOTO yIepda OT HX
pasriameHys, YHUUTOKEHUS W UCKaKEHUA. Vcrmomb3yeMble MEPhl U CPEICTBA 3AIIUTHI
nHpOpMAIMK HE JO/DKHBI YXYAIIATh SPTOHOMHYECKHE TIOKA3aTENTd KOMIIOHEHTOB
HH(POPMAIMOHHBIX CUCTEM.



IpuHUUN 0TBETCTBEHHOCTH
Bosznoxenne OTBETCTBEHHOCTH 3a OOECTIEUEHHE O€30TMacHOCTH HWH(MOpPMALMH H €€
00padOTKK HA KAXKIOTO PAOOTHHKA B TIPEJIEIaX €T0 MOJTHOMOYHH. B COOTBETCTBUH ¢ ATHM
MPUHIMTIOM PacTIpeeIIEHUE MTPaB U 00A3aHHOCTEH PAOOTHUKOB CTPOUTCS TAKUM 00Pa3oM,
YTOOBI B CITy4Yae JIOOOTO HAPYHICHUS OB H3BECTEH HAPYIIUTEb.
IpuHUMn 060CHOBAHHOCTH M TEXHHYECKOI peasu3yeMoCTH

MudopMamoHHbBIE TEXHOJIOTHH, TPOTPAMMHBIE W TMPOrPaAMMHO-AIapaTHbIC
CpeAcTBa, MEPHI 3alIMTHI HH(YOPMAIMK TOJDKHBI OBITh PEATH30BAHBI M0 COBPEMEHHBIM
peIeHusIM, 000CHOBAHBI C TOYKH 3PEHHS JOCTHKECHHS 33JaHHOTO YPOBHS 3alIHIICHHOCTH
WHPOPMAIMK W DKOHOMHYECKOH WENeCOOOPa3HOCTH, a TaKXKe COOTBETCTBOBAThH
YCTAaHOBIIEHHBIM HOPMaM M TPEOOBAHHUAM 10 O€30TIACHOCTH WH(OPMAIIHH.
HMpunuun npodeccruonanuzma

Peammzampis mep 3ammtbl WHPOpPMAIMH ¥ OKCIUTyaTalWs CPEACTB 3alIUTHI
WHGOPMAIHH JOIKHA OCYIIECTBIATHCA MPO(HeCCHOHATHHBIMH CTIEIHATTHCTAMH.

[MpuBneyeHHE CIENUATM3UPOBAHHBIX OPTraHH3alWH K pPa3padOTKe CPEICTB W
peanm3anyMyd Mep 3amMThl WH()OPMAIMH, MOATOTOBICHHBIX K KOHKPETHOMY BHAY
AEATETBHOCTH TI0 00ECTICUEHHIO 0€30MaCHOCTH MH(POPMAIIMOHHBIX PECYPCOB, HMEIOIIUX
OTTBIT MIPAKTHYECKOW paOOTHI M JIMIIEH3UH HA TIPABO OKA3aHUS YCIIYT B 3TOW OOIACTH.
HMpuHUMN MUHUMM3Aa MU NPUBWIETMIH MOJIb30BaTe/1ei

OOecnicueHre MMOJTH30BATEICH MPUBUIIETHIMH MHUHHMAJIBHO JOCTATOYHBIMH ISt
BBITTOJTHCHHSI UMH CBOUX JOJDKHOCTHBIX 00S3aHHOCTEH B Y UPEKICHHH.

4. OCHOBHBIE TPEBOBAHMUA 110 SAIIUTE UHO@OPMALINN
OI'PAHUYEHHOI'O TOCTYIIA

Cucrema 3ammThl  WH(POPMANWH  JOJDKHA  MPEAYyCMATPHUBATh  KOMILIEKC
OPraHU3aLHOHHBIX, TPOTPAMMHBIX U IPOTPAMMHO-AMIAPATHBIX CPEJACTB H MEP TIO 3aIUTE
nH(pOPMAIHH B TIPOLIECCE €€ 0OPAOOTKH.

Bremonnenne TpeOOBaHMN JOCTHTaeTCs 3a CYET pPEaTu3aldd Ha OOBEKTaxX
WH(POPMATH3AMH MEP TIO 3aIMUTE HHYOPMALIUH:

- HACHTA(UKALNN U ayTeHTH()HUKAMN CyOBEKTOB JOCTYIA U OOBEKTOB AOCTYTIA;

- YIPABIIEHHIO TOCTYIIOM CyOBEKTOB JOCTYIA K 0OBEKTAM JOCTYTIA,

- OTPAaHUYEHHIO POTPAMMHOM CPEIBI;

- 3aMIMTE MANTHHHBIX HOCHTEIIEH MEPCOHATTBHBIX JAHHBIX;

- PETHCTPAIUH COOBITHI OE30TTACHOCTH;

- AHTUBUPYCHOH 3aIIUTE;

- 0OHAPYKEHHIO BTOPKEHHM,

- KOHTPOITIO (aHAJIM3Y) 3aIUIIEHHOCTH TIEPCOHATBHBIX TAHHBIX,

- 00€CTICUEHHUIO TIEJTOCTHOCTH HH(POPMATTMOHHOW CHCTEMBI M TIEPCOHAITHHBIX JAHHBIX;

- 00ECTIEYECHHIO TOCTYITHOCTH MEPCOHAITBHBIX JAHHBIX;

- 3aMIUTHI CPEIBI BUPTYATH3ALNH,

- 3aMIMTHI TEXHUYECKUX CPEJICTB;

- 3a0IMTHI HHPOPMATHOHHON CHCTEMBI, €€ CPEJICTB, CUCTEM CBS3H U MEPEIavd TaHHBIX;
- BBISIBJICHHIO WHIIHICHTOB W PEarHpOBaHKE HA HHX,

- yOpaBJCHUIO KOHQUTypaimed WHPOPMALMUOHHOW CHUCTEMBI M CHCTEMBI 3alHTHI
MEPCOHANBHBIX JAHHBIX.

YupexxaeHue, Kak o0namaTens WHPOPMALWH OTPAHHYEHHOTO JJOCTYNA, TIPH
OCYIIECTBIIEHHH CBOMX MPaB 003aHO:

- COOMIOATh TIPaBa M 3aKOHHBIC HHTEPECHI HHBIX JIHII
- IPUHUMATH HEOOXOMUMbIE MEPHI IO 3aNIMTE HH()OPMALIHH;



- OTpaHWYMBATH JAOCTYN K WH(OpPMALWHU, €CIH Takas OOA3aHHOCTh YCTAHOBIIEHA
3aK0HOATeNnbCcTBOM Poccuiickon Penepanun.

B Tom wu4wmcne VYupexkiaeHue, BIpaBe €CIAM HMHOE HE MPEAYCMOTPEHO
3aK0HOJATeNnbCcTBOM Poccuiickon Denepanuu:

- paspemaTh WiIH OTPAHUYHMBATH JOCTYI K HH(POPMALIMH, OTIPEAEIATD MOPAIOK H YCIOBHUS
TaKOI0 AOCTYMA;
- UCTIOIH30BaTh HHPOPMALIHMIO, B TOM YHCJIE PACTIPOCTPAHATH €€, TI0 CBOEMY YCMOTPEHHIO;
- TiepefaBaTh MH()OPMALMIO JAPYTUM JHMIIAM HAa YCTAHOBICHHOM 3aKOHOJATEIbCTBOM
Poccuiickon @enepanyin OCHOBAHUY;
- 3a0IMINATh YCTAHOBJIEHHBIMHU 3aKOHOAATEIhCTBOM Poccuiickoit Meneparuu ciocod0amu
CBOM TIpaBa B CIy4yae HE3aKOHHOTO TMONyYeHUs HH)OPMALIWH WK €€ HE3aKOHHOTO
WCIOJIb30BAHMS HHBIMU JIMLIAMU;

- OCYIIECTBJIATH UHBIE IEHCTBHS ¢ HH(OPMALIMEH HITH Pa3penIaTh OCYIECTBICHHAE
TAKUX JEHUCTBUM, €CIIA 3TU ACHUCTBHA HE NpoTUBOpedaT DenepabHbBIM 3aKOHAM H APYTUM
HOPMAaTHBHO-ITPABOBBIM akTaM Poccuiickot @eaepanum.

3amura UHPOPMAIUK OTPAHHYEHHOTO AOCTYTA MPEACTABIAET COOOW TPHHATHE
OpPraHU3aLMOHHBIX U TEXHUYECKUX MEP, HAIPABJICHHBIX HA:
- coOmroneHre KOH(PHUIEHIMATPHOCTH HHpOPMAIMH (MCKIIIOUYEHHE HEMPABOMEPHOTO
JOCTYTIA, KOTIMPOBAHUS, TIPEAOCTABIICHUS WA PACTIPOCTPAHEHHUS HHPOPMALIHK),
- o0ecrnieyeHrE ETOCTHOCTH HHPOPMALIHH (MCKITFOUEHHE HEMTPABOMEPHOTO YHUUTOKEHHUS
WA MOTAPUITUPOBAHUS HHPOPMALIHN);
- peanmu3amMio TpaBa Ha JAOCTYN K HWHpOpMammH (HUCKIIOYCHHE HEMPABOMEPHOTO
OmoKupoOBaHUsS HHPOPMAIIUH).

Cpencrsa 3amuTsl HHYOPMALMK BHEAPAIOTCSA TIO PE3YIIBTATAM TIPOBEACHHSA OLEHKH
PHUCKOB HH(OPMAITMOHHOH 0€30TIACHOCTH.

Opranusauus 3amuTel MHGopMauuu

[Ipu opranm3ammu B Y UpexAeHAN 3a0IUTHI HH)OPMALIUH, TOJDKHBI BBITIOTHATHCS
TpeboBanms DenepanpHoro 3axona ot 27.07.2006 No 149-@3 «0O6 wunbpopmaimw,
WH(POPMAIMOHHBIX TEXHONOTHAX M O 3aIuTe WH(POPMAIMI), KOTOPHIE PETYIHUPYIOT
OTHOILICHMS, CBA3aHHBIE C YCTAHOBJICHHMEM, W3MEHEHHMEM M TMPEKPALICHHEM peXKUMA
00padoTKH 3amuIaeMon HH(POPMAIIHH.

B TtomM wumcne TpebGoBammA O 3amuTe HWHPOPMAIMH, HE COCTABISIOMICH
TrOCYyJapCTBEHHYI0 TalHy, COJAEpKalieics B TOCYJAPCTBEHHBIX HH(POPMAMOHHBIX
cuctemax ytBepxkaeHHbie mpukazom OCTOK Poccmm ot 11.02.2013 Ne 17 «O6
YTBEPKACHUU TPEOOBAHWH O 3aIIMTE HHPOPMAIIMH, HE COCTABIAIONIEH TOCYIAPCTBEHHYIO
TaliHy, COJAEp)Kamieics B TOCYJAPCTBEHHBIX HWH(POPMAIMOHHBIX CHUCTEMAax» I
TOCYJAapPCTBEHHBIX HWH(POPMAIMOHHBIX CHCTEM TIO KOTOPBHIM YUPEXKACHUE SBIACTCA
OmnepaTopom.

B VYwupexpaennn moMuMO peann3aldd OCHOBHBIX MEpP 3alIMTHl HH(pOpMAaImH
OCYIIECTBIIAETCA:

- perynspHas OIICHKA W YNPAaBICHHE PHUCKAMU HWH(POPMAITHOHHOW O€30MaCHOCTH B
COOTBETCTBHH C YCTAHOBJICHHBIMH MPOLIEAYPAMH B 00JACTH YTIPABICHUSA PHCKAMH;

- nH(pOopMHUpPOBAHHUE, OOYUCHHUE U TIOBBIIICHUE KBATH(PUKAIIMHA PAOOTHHKOB Y UPEIKICHUS B
cepe nHPOPMAITHOHHON OE30TTaACHOCTH;

- METOAMYeCKas TOMOMIp PAa0OTHHKAM B BOMpocax oOecredeHus HHPOPMALMOHHON
0€30MaCHOCTH;

- aHAJIM3 ¥ IOUCK BO3MOXKHOCTEH IO TIOBBIICHHUIO YPOBHS 3AIIMINEHHOCTH HH()OPMALIHH.

JUmt  opraHu3anyu 3ammuThl HHQOpPMAUWH, YUpPEKJACHHE BIPABE TNPUMEHATH
CPEICTBA U METO/ABI TEXHUUYECKOH 3aIUMTHI, MPEANPUHUMATD APYTHE, HE TPOTUBOPEYALIHUE
3aKoHOJaTeNIbeTBY Poccuiickon deaepanyu, MEPHL.



B pamkax oGecrieueHus 3ammThl HHQOPMALMK, B PAMKAX TPYAOBBIX OTHOLICHHH
HEOOXOJMMO O3HAKOMHUTH TOJ POCTIHCHh PAOOTHHUKOB, IOCTYI KOTOPBHIX K HH(pOpMAaWH
OTrPaHHYEHHOTO JIOCTYTIA,

HEOOXOJMM [UTA BBITIOJTHEHHA WMH CBOMX JOJDKHOCTHBIX OOS3aHHOCTEH, C TEPEYHEM
WH(POPMAIMH OTPAHUYEHHOTO TOCTYTA, W MPUHATHIMHA B Y UPESIKICHUH MEPAMH 3aIIUATHI
uHpOpMAaIHH.

Oco0eHHOCTH 3aLIUTHI MEPCOHAJbHBIX JAHHBIX

[Tpu opranuzanmu 0OpadOTKH B Y UPEKICHHH NIEPCOHATBHBIX TAHHBIX HEOOX0TUMO
PYKOBOJCTBOBATHCS TpeOoBaHuaMHu DepepanbHoro 3akoHa ot 27.07.2006 Ne 152-03 «O
MEPCOHATBHBIX TaHHBIX).

[lepeueHs Mep, BBITTONHEHHE KOTOPBIX OOECIIEUMBAET YUPEKICHHE B KaUECTBE
orepaTopa NeEpPCOHANbHBIX JAHHBIX, JOLKEH BKIIOYATh:

- Ha3HAYCHWE B YUYPEXKJACHUM OTBETCTBEHHOTO 34 OPraHU3almuilo oO0padOTKH
MEPCOHAJIBHBIX IaHHBIX;

- pa3palbOTKy [IOKYMEHTOB, ONPEACIAIONINX TNPABUJIA B OTHOIIEHHH OOpPaObOTKH
MEPCOHAIIBHBIX JTAHHBIX B YUPEXKJCHUH, JIOKATBHBIX AKTOB IO BOMPOCaM 00paOOTKH
MEPCOHABHBIX TAHHBIX;

- IPUMEHEHHE OPTAaHWU3AMUOHHBIX W TEXHWYECKHUX MEP MO OOECTIEUEHHUIO OE€30TMacCHOCTH
NIEPCOHANBHBIX JAHHBIX B COOTBETCTBHM €O cTatbed 19 DenmepanpHOrO 3aKoHa OT
27.07.2006 Ne 152-®3 «O nepcoHaIbHBIX JAHHBIX);

- BBITIOJTHEHUE TPEOOBAHHM 110 COCTABY M COACPKAHHUIO OPTaHU3ALMOHHBIX U TEXHUYECKUX
MEp TO OOECTIeUeHUI0 O€30MACHOCTH TEPCOHANBHBIX NAHHBIX TPH HX 00padoTKe B
WH(POPMAIMOHHBIX CHCTEMAX TEPCOHANBHBIX JAHHBIX yTBEPKACHHBIX [Iprkazom OCTOK
Poccun ot 18.02.2013 Ne 21 «O06 yTBep:KICHHH COCTaBA U COACPKAHUS OPTraHU3AIHOHHBIX
W TEXHUYECKHX MEP MO O0OECTIEYCHHI0 O€30MACHOCTH MEPCOHATBHBIX JAHHBIX TPH HX
00paboTke B HHPOPMAITHOHHBIX CHCTEMAX MEPCOHATBHBIX TAHHBIX);

- OIICHKY Bpe€Ja, KOTOPBIH MOKET OBITh PHYHUHEH CyOBEKTaM MEPCOHANBHBIX JAHHBIX B
cinydae HapyueHus @enepanpHoro 3akoHa Ne 152-D3, cOOTHOIIEHHE YKa3aHHOTO Bpela
W TPUHUMAEMBIX OIEPATOPOM MEpP, HAIMPABICHHBIX HAa O0OECTEYCHHE BBITIOTHEHUSA
00s13aHHOCTEH, TPpeTycMOTPEeHHBIX DenepanbHbIM 3aK0HOM Ne 152-D3;

- O3HaKOMJIEHHE pPAOOTHHKOB YUPEXKIEHHUS, HEMOCPEACTBEHHO OCYHIECTBISIOMINX
00padOTKy TEPCOHATBHBIX MAHHBIX, C TOJIOKEHUAMH 3aKOHOJATEIhCTBA POCCHUCKON
Qenepani 0 TEPCOHANBHBIX JAHHBIX, B TOM 4YHCJIE€ TPeOOBAHUAMH K 3allHTE
NEPCOHANBHBIX JAHHBIX, JOKYMEHTAMH, OMPEACIAIOIIMMH Y YpPEXKACHHA B OTHOIICHHUH
00pa0OTKH TEPCOHANBHBIX JAHHBIX W OOYYCHHE, TPH HEOOXOAMMOCTH, YKa3aHHBIX
PabOTHHUKOB.

ObecnieueHne 0€30MaCHOCTH IEPCOHATBHBIX JAHHBIX TOCTHTAETCS, B YACTHOCTH:

- OTIPeNeJICHHEM YTPO3 W HAPYIIUTENEeH O€30TMAaCHOCTH TEPCOHANBHBIX TAHHBIX TPH UX
00padoTke B MH(OPMAITMOHHBIX CHCTEMAX IMEPCOHATBHBIX JAaHHBIX;

- OMNpEACNIEHUEM YPOBHS 3alIUIIEHHOCTH IEPCOHANBHBIX JAHHBIX B COOTBETCTBHM C
TpeOoBanusiMu moctaHosieHus [IpaBurenscTBa Poccuiickoit @enepanuum ot 01.11.2012
Ne 1119 «O06 yrBepkaeHMH TPeOOBAaHWH K 3alIMTE TEPCOHAIBHBIX TAHHBIX TPH HX
00padoTke B MH(OPMAITMOHHBIX CHCTEMAX TEPCOHATBHBIX JaHHBIX)),

- TMPUMEHEHUEM TMPOLIEAMNUX B YCTAHOBJIEHHOM MOPSAAKE TMPOLEAYPY OLEHKHU
COOTBETCTBHSA CPEICTB 3AIMUTHI HH(POPMAIIH,

- O1eHKOH 3()(EeKTHBHOCTH TPHHUMAEMBIX MEP MO 3aNIMTE TMEPCOHATBHBIX JAHHBIX 10
BBOJA B SKCIUTYaTAIHIO HH()OPMAITHOHHOW CHCTEMBI TIEPCOHATBHBIX JAHHBIX,

- BOCCTaHOBJIEHUEM MEPCOHATBHBIX JAHHBIX, BCJIEICTBHUE MOJTy4EeHHA
HECAHKLIMOHUPOBAHHOT'O JOCTYNA K HUM;



- YCTAHOBJICHHEM TPABHJI AOCTYNAa K TIEPCOHATBHBIM JAHHBIM, 00pa0aThIBAaEMBIM B
WH(POPMAIMOHHBIX CHUCTEMAaX TIEPCOHATBHBIX JAHHBIX, a TaKkKe OOECIIEYCHHEM
PETUCTPAliMM M YY€Ta BCEX ACHCTBHM, COBEPIIAEMBIX C NEPCOHAIBHBIMH JAHHBIMU B
WH(POPMAIMOHHBIX CHCTEMAX TIEPCOHATBHBIX TAHHBIX,

- KOHTPOJIEM 3a NPUHUMAEMBIMM MEpPaMH IO 3alIUTE TIEPCOHAIBHBIX JAHHBIX U
OTIPEZIETICHHOTO YPOBHS 3alIMIOICHHOCTH HWH(POPMALMOHHBIX CHCTEMAaX MEPCOHATBHBIX
JAHHBIX B MPOLIECCE €€ IKCIUTYaTallHH.

5. OCHOBHBIE TPEBOBAHUS K NPOLECCAM OBECIIEYEHHWS
NHOOPMAIIMOHHOMU BE3OIMACHOCTH

MeTomuueckoe PYKOBOJCTBO, Pa3padOTKy PEIMEHHH IO 3amuTe WHpOopMaImu,
COTJIACOBAHHME BHIOOpA CPEACTB BBIYHCIIMTEIGHOM TEXHWUKH, NPOTPAMMHBIX H
MPOrPaMMHO-AMIIAPATHRIX CPEACTB 3alIMTHl WH(POPMAIMH, OPTaHH3ALMIO PAadOT M0
BBISABJICHHIO BO3MOJKHOCTEH W TPEIYNPEKICHHIO YTEYKH M CBOWCTB 3alUINACMOMN
WH(OPMAIIMH, aTTECTAIUI0 OOBEKTOB WH(MOPMATH3AIMH OCYIIECTBISIIOT COTPYAHHKH
VYupexxaeHust (yIoTHOMOYEHHBIE).

Pu3uyeckasi 6e30MaCHOCTb

[TpuHATBIE OpPraHHU3AUOHHBIE W TEXHHYECKHE MEPHI MO 3aNIMTE MMOMEIICHUN
VYdpekaeHus, CEpBEPHOTO H KOMMYTAILMOHHOTO O00OpPYIOBAaHUS, aBTOMATH3UPOBAHHBIX
padoYMX MECT MOJB30BATENEH WH(POPMALMOHHBIX CUCTEM YUPEKICHHUS 00CCIIEYHBAIOT
peaTM3anuio CIEIYOIMUX MEP TI0:

- pasrpaHUYEHUIO JOCTYIA PAOOTHHKOB B MIOMEINCHHS Y YPEIKACHUS B COOTBETCTBUH C UX
TOJTHOMOYHSAMH H JOKHOCTHBIMH 00S3aHHOCTSIMH;

- perucTpaipu GakToB BX0Aa pAOOTHHKOB B TIOMEINEHHA B KOTOPBIX BEAETCA 00paboTKa
MEPCOHANBHBIX JAHHBIX;

- KOHTPOJIMPYEMOMY MPEOBIBAHHIO TTOCTOPOHHHX JIHIl B YUPEXKICHUH B TIOMEIICHUS, B
KOTOPBIX BeneTcs 00padoTKa HWH(POPMAIMK OTPAHHUYECHHOTO JOCTYNAa W Pa3MEIICHBI
anmapaTHble CPeICTBA HHPOPMALMOHHOW CHCTEMBI;

- OpraHu3alid PeXHUMa KOHTPOJIMPYEMOTO BHOCA/BBIHOCA CPEACTB O0OPAOOTKH
uHpOpMAaTHH.

[Momemienust YupekaeHHs MOJDKHBI OBITH 0OOPYIOBaHBI JIETEKTOPAMH OTHSA W
ObIMa, OTHETYHIMTEIMH, CHCTEMaMH KOHJAWIMOHHUPOBAHHS BO3IyXa, CPEACTBAMHU
OXPaHHO-MOKAPHON CUTHATU3ALUH.

OCHOBHOE CEpBEPHOE H KOMMYTAIHOHHOE OOOpYIOBAaHHE YUPEKICHHS TOLKHO
OBITh 3aNIMINCHO OT TepedOeB B MOAaYe SJCKTPOIHEPTHH MYTEM MOJIKIIOYECHUS K
3JICKTPOCETH C TPUMEHEHHEM WMCTOYHHKOB O€CTIepeOOMHOTO mHTaHuA. VCTOYHUKH
OecriepeOOMHOTO TMTAHUA HEOOXOAMMO PETYIIPHO TECTUPOBATH W TIPOBEPATH
VIIOJTHOMOYEHHBIM PA0OTHHKAM YUpPEXKJECHUS B COOTBETCTBHH C PEKOMEHIAIMAMHA
TPOH3BOAUTEIIS.

[TopTaTUBHBIE TEXHUYECKHE CPEIACTBA HE MOJLKHBI OCTABATHCS 3a TpEAeIaMu
KOHTPOJIUPYEMOH 30HBI YUpelkJAeHHA O€3 KOHTPOISI CO CTOPOHBI PAOOTHUKOB
YupexaeHus.
be3onacHocTh Ha paGoyem MecTe

3ampemiaeTcss BECTH 3alUCh MAPOJICH B OTKPHITOM BHAEC HAa MaTepPHAIBHBIX
HOCHUTEJIS, 32 UCKITIOYCHHUEM CITy4aeB, PErJIaMEHTHPOBAHHBIX METOIO0B XPAHEHHS.

JIOKyMEHTBI W HOCUTEH ¢ HWH(pOpPMAIMEH OTPAaHUYECHHOTO IOCTYIA JTOJLKHBI
yOHpaThes B OTIeHaThIBAEMbIE MecTa (cer(bl, IKadbl U T.11.), IPH yX0/1€ ¢ pabovero Mecra.



Ha aBromatusupoBanHOM padouem mecte Ilomp3oBaTens pabodas ceccus TOJDKHA
OBITh TIpepBaHa, padounii CTON 3a0I0KUPOBaH. BX0x momp30BaTeNs B CHCTEMY HE JTOIDKEH
BBITIOJTHATHCS AaBTOMATHYECKH.

JIOKyMEHTBI, cojiepKamue HHYOPMALUIO OTPAHUYEHHOTO JOCTYTIA, TOJDKHBI CPas3y
W3BIMATBCS W3 TECYATAOIMUX YCTPOUCTB. Jnsa yrwnmsammm KOH(UAECHIHAIBHBIX
JOKYMEHTOB, JOJKHBI HCTIONTB30BATHCS YHHUTOKUTEH JOKYMEHTOB HE HIDKE 4 YPOBHSA 11O
CTaHAPTy 0€30TMACHOCTH, TPUMEHIEMOMY K YHHUTOKHTEIAM JOKYMEHTOB.

[Ipu ucmonb30BaHUH MOOHIIBHBIX TEXHUYECKUX CPEICTB HEOOXOIUMO COOITFOIATh
JOOTIOTHUTENIFHBIE MEPBI IO PErJIAMEHTAIIMH W KOHTPOIIO  HCIIOJIb30BAHUSA B
WH(OPMAITMOHHOW CHCTEME MOOHITHHBIX TEXHUYECKHX CPEJICTB.

Haxoxxmenue mnpencraBuTene FOPUAMYECKHX JIAI B PAMKAX HCIOTHEHUA
JOTOBOPHBIX 00S3aTENIbCTB B MOMEIIEHUIX B KOTOPHIX BEIETCS 00padboTKa mHOpMAan
OTPaHWYEHHOTO  JOCTyma WH(POPMAIMOHHOW CHCTEMBI, BO3MOXKHO TONBKO B
COTIPOBOKJCHHUH PAOOTHHKA YUPEKIEHUS, JOMYIMEHHOTO A0 OOpabOTKH TaKoH
uH(pOpMAaTHH.

PasMmemenne TEeXHHYECKHX CpPEICTB BBHIBOAA HWHPOPMAIMH B TOMEIIEHHUIX
VYupexkIeHus: TPOHU3BOIUTCS C YYETOM HWCKIFOYEHHS BO3MOMKHOCTH BH3YaJIbHOTO
MpocMOTpa WHPOPMAIMHA TTOCTOPOHHUMH JIMIAMH W PAOOTHUKAMH, HE JOMYIIEHHBIM K
paboTe ¢ JaHHOU HH(OPMAITHEH.

TexHudeckne cpencTBa JODKHBI PA3MEINATHCA U XPAHUTHCSA TAKAM 00Pa3oM, YTOOBI
COKPATHTh BO3MOKHBIM PUCK TIOBPEIKICHHS U YTPO3bl HECAHKIMOHUPOBAHHOTO JTOCTYTIA.
TexHuuyeckoe 00CTy;KMBaHUE 000PYI0BaAHUS

TexHAuecKre CPeACTBa Y UYpPEKICHUS AOJDKHBI TPOXOANUTHh HA PETYAPHON OCHOBE
CEPBHUCHOE OOCITY)KHBAHHE B COOTBETCTBHH C PEKOMEHIALMAMH TPOU3BOAUTEIICH
000pYy/IOBaHHS.

PemoHT 1 cepBUCHOE 00CITyKUBaHHE 000PYAOBAHUS JOIKHBI BBITIOTHATHCS TOJIBKO
KBaTU(UIIMPOBAHHBIMH CTICITHAITACTAMH.

Texnudeckoe 0OCITy)KHBaHHE OOOPYIOBAaHHS CTOPOHHHMH OPTAHHM3ALMAMH HE
OODKHO TIPUBOJWUTH K PHUCKY HAPYIMIEHUS KOHPHIECHIIMATPHOCTH 3alUINAeMOH
uHpOpMAaTHH.

B3aumopeiicTBHe ¢ TpeTbUMHU JTULAMH

B memax oOecreyeHns WHOOPMAIMOHHOW O€30MACHOCTH YUPEKACHHUA TIPH
B3aMMO/ICUCTBUH C TPETBUMH JIMLAMH JTOJLKEH BBITIOIHATH CJIEIYFOIIHE MEPOTIPUATHS TIO0:
- 3aKTFOYEHUIO COTJIAINCHHUS O HEPA3TJIaleHHH MH(POPMAMK OTPAHHYEHHOTO JOCTYTIA
MOTYYEHHOH B X0/1€ UCTIOJTHEHUS JOTOBOPHBIX 00S3aTENNbCTB;

- OCYIIECTBIICHHUIO KOHTPOJIA 34 JIEHCTBUAMM TIPEICTABUTENIEH KOHTPAT€HTOB B MPEIEIax
KOHTPOJIHPYEMOM 30HBI Y UPEKIECHUA.
YnpagJ/ieHne ;KM3HEHHbIM LHHKJI0M HH(OPMALHMOHHBIX CHCTEM

MeponpusaTist B mpolecce KU3HEHHOTO LHKIA WH(POPMAIMOHHBIX CHCTEM
VYupexxaeHus: TODKHBI OBITh HANpaBJICHBI Ha 00ECTEYeHWE 3aUIUTHl MHPOPMALMH TIPH
BBOJE B [JEHCTBHE, SKCIUTyaTAlldH, COMPOBOKIECHWHW W MOACPHU3ALMH, BBIBOJAA W3
IKCIDTYaTALHH.

OcHoBanueM mpu pa3padoTKe HHPOPMAIMMOHHBIX CHUCTEM JOJDKHBI SBIATHCS
peNIeHHs NPUHATHIC HA CTaTUH (POPMHPOBAHUSA TPEOOBAHUM, COIEPKAIIHE TPEOOBAHUS B
TOM YHCJIE TI0 CHCTEME 3AIIUTHI HH(OPMALHH.

Jlroboe mnmaHmpyeMoe K BHEAPEHHIO HW3MEHEHHE HWH(OPMAIMOHHOW CHCTEMBI
MPEABAPUTENBHO TOJDKHO OBITh MPOAHATU3UPOBAHO HA COBMECTHMOCTH M OTCYTCTBHE
HapyImeHUH pad0oTOCTIOCOOHOCTH CHCTEMHBIX KOMIIOHEHTOB B TOM YHCIIE CPEJICTB 3aIIUTHI
uHpOpMAaTHH.

PaboTs1 Mo MoaepHU3AIINH HHPOPMAILTMOHHOW CHCTEMBI, B TOM YHCIIE TT0 YCTAHOBKE



MPOTPAMMHOTO O0ECTICUeHHU U OOHOBIIEHHH, JODKHBI IPOBOIUTHCS B Hepabodee BpeMs
WJTH BPEMSI HAMMEHBIIEH padovel Harpy3KH.

[Ipu BBIBOOE W3 OSKCIUTyaTaWd HWHQOPMANMOHHBIX  CHCTEM  JIOJDKHO
00€CTIeYMBATBCS TAPAHTHPOBAHHOE YAAJICHHE 00padaThiBAEMONM W XPaHHMMOH B HHX
WH(POPMALHMH C UCTIOTb30BAHUEM CPEICTB TAPAHTHPOBAHHOTO YHHUTOKEHHUS HH(POPMALIHH
WM TTyTeM (PU3HIECKOTO YHHUYTOKEHHUA HOCUTENEH HH(OpMAaLu.

Bce mpouenyper oOecrieueHuss 3ammuThl  WH(OPMAIMH, YCTAHOBJICHHBIE B
VYupexkIeHuH B OTHOIIEHWH HWH(POPMALMOHHBIX CHCTEM, TOJDKHBI BBITIOTHATHCA H
KOHTPOJIUPOBATHCS OTBETCTBEHHBIMH JIMI[AMHM 34 OPTaHHM3AIMIO PAa0OT 1O 3amIUTE
WH(POPMALHH.

KonTtpoap goctyna k uH(popMalMOHHbIM cHCTEeMaM

Bce paboTHukm YupexaeHwsa, AOMyHICHHBbIE K padore ¢ WH(MOPMAIHMOHHBIMH
CUCTEMAaMH, HECYT MEPCOHAIBHYI0 OTBETCTBEHHOCTh 3a HAPYLIEHHUS YCTAHOBJIEHHOTO
MopsAKa 00padOTKH HHPOPMALHH.

VYpoBeHb IOTHOMOYHH TIOTB30BATENSA B HH(POPMAIIMOHHONW CHCTEME Y UPEIKICHUS
JOJDKEH OTPENIENATHCA B COOTBETCTBHH C €T0 TOJDKHOCTHBIMHU 00sI3aHHOCTIMHU.

Jloctyn mosnb3oBatened K WHPOPMAIMOHHBIM CHCTEMAM Y UPEKICHUS TOJDKEH
KOHTPOJIUPOBATHC aIMUHUCTPATOPOM HHPOPMAILIMOHHON CHCTEMBI.

OCyIECTBNEHUE  PEryJIPHOTO  KOHTPOJIA  BBIMOJHEHHA  OPraHU3aLMOHHO-
PaCTIOPATUTENIEHBIX JOKYMEHTOB, KACAIOUIMXCS PETIAMEHTAIMH JOIYyCKa PaOOTHHUKOB
VYupexxneHust K ”HPOPMAIIMOHHBIM CHCTEMAM.

Npentuduxauus u ayreHTHPUKaLus

JlocTym monb3oBaTenel K HHPOPMALIMOHHBIM CUCTEMAM JOJDKEH TPEAOCTABIATHCS
TOJBKO TIOCIIE YCTIEITHOTO 3aBEPIIEHUS HACHTHPUKAIINH, Ay TEHTHPUKALIIH.

[lomyuenne momp3oBaTENEM HWMEHH B WH(OOPMAIMOHHOW CHCTEME W TAPOJIA,
KOTOPBIE 0OECTIEUNBAIOT JOCTYT K HHPOPMAIIMOHHONW CUCTEME, JOKHO OCYIIECTBIATHCS
O MPEACTABJIEHUIO PYKOBOJUTENS CTPYKTYPHOTO MOIPA3AETICHMUS.

YnpasjeHue 10CTynom

B VYupexxaeHun OMWKHO — OCYWIECTBIATBCA — YIPABJICHUE  JOCTYIIOM K
WH(POPMAIMOHHON CHCTEME TTOCPECTBOM PEATH3ALMHA HEOOXOAUMBIX METOIOB, TUIIOB U
MPAaBHJ  Pa3TPaHUYEHUs JOCTYMa TIONB30BATENIM HHPOPMALMOHHOW  CHCTEMBI
YupexaeHus.

B ToMm umncne obecnieueH 3aMUIIEHHBIN YIAIEHHBIA OCTYI CYOBEKTOB JOCTYTA K
O00BEKTaM JOCTYTIa Yepe3 BHENTHHE WH(POPMAITHOHHO-TEIEKOMMYHUKAIIMOHHBIE CETH.
be3onacHocTth npu paGoTe ¢ HocuTensiMu UH(popmaLun

PaboTHuKH YupexaeHUs OOIKHBI HCIONIb30BATh TOJNBKO YUYTEHHBIE CHEMHBIE
MAaIIMHHBIE HOCUTENH WHGOPMALMHM U1  BHITIOJHEHHUS CBOMX  JOJDKHOCTHBIX
00s3aHHOCTEH.

Hcnonp3oBaHNe CHEMHBIX MAIIMHHBIX HOCHTEIEH WH(GOPMAIMH B Y UPEKICHUH B
HHBIX LENAX CTPOTO 3aMpeIieHO.

CpemMHBIE MAIIMHHBIE HOCUTENH HWHPOpPMAIMH  TOJDKHBI  XPaHUTCA B
OTeYaThBaEMbIX TMIKa(dax, B TMOMEMICHHAX B KOTOPBIX MPEIYyCMOTPEHAa 00padoTKa
WH(POPMAIMH OTPAHHIECHHOTO JOCTYTIA.

B crmydae kpaku MM MOTEPH ChEMHOTO MANIMHHOTO HOCHUTENS WH(OpMAaImu, a
TaKKe UHBIX HHIIMJCHTOB, KOTOPBIE MOTYT IPUBECTH K HAPYIIEHHUIO CBOMCTB HH(POpPMAaLIAN
OTrPaHUYEHHOTO JAOCTYNA, JOJLKHBI TPOBOAUTHCS MEPOIIPHUATHS MO PACCIEAOBAHUIO TAKHX
WHIUIEHTOB.

[Ipu BBIBOJIE M3 SKCIUTYyaTAlMH CHEMHOT'O MAIIMHHOTO HOCHTENA WH()OPMALIH, BCE
JaHHbBIE, XPAHALIMECS HA HEM, JOJDKHBI OBITh yAAJeHBI ONPENEIICHHOH KOMHCCHEH W3
YHcia paOOTHUKOB, CPEICTBOM TapaHTHPOBAHHOTO YHUITOKCHHUA HH(OPMALHH.



@QakT yHHYTOKCHHA HHPOPMAIMH HA ChEMHOM MAIIMHHOM HOCHTENE HHPOpMAIHH
¢dukcupyeTcs B akTe 00 YHUUTOKEHUN HHPOPMALIMH CO CHEMHOTO MAITHHHOTO HOCHTEIIA
uHpOpMAaIHH.

Perucrpauust coObITH

B Yupexaenuu 10/mKHa OCYIMECTBISITHCS PETUCTPAIIANA COOBITHIH O€30TTACHOCTH Ha
BCEX KOMIIOHEHTaX HHPOPMAIIMOHHBIX CUCTEM Y UPEKICHUS, B KOTOPHIX 00padaThIBacTCs
3amuraeMasi HHpOPMAIIHA.

AHTHUBHPYCHAasl 3alIUTa

B memax oOHapykeHHS W YCTPaHEHHS BPEIOHOCHBIX MPOTPAaMM B YUPEKICHHUH
JOJDKHBI HCTIOJTB30BATHCS CPEICTBA AHTHBUPYCHOH 3aIMUTHI HH(POPMALHH.

O0s3aTeTPHOMY KOHTPOJIO CPEACTBOM AHTUBHPYCHOW 3amIMTHl HH(pOpMAamn
IOJDKHA TOUTeXKATh M00as uHpopMarus (TekcToBble (aiimbl mMoObx GopMaTos, (aist
JaHHBIX, WCIIONHAEMbIe (hambl), TONMy4aeMas | TiepeJaBaeMas Mo JIOKaJbHOH
BBIYHCITATEIFHOM CETH B TOM YHCIIE M CETAM OOMIETO TIOIH30BAHMA, a TAKKEe HHPOpMALHS,
XpaHUMas Ha Ch€MHBIX MAITMHHBIX HOCUTEIIX HH()OPMALIHH.

[Ipu ycTaHOBKE MPOTPAMMHOTO OOECTICYECHUS WM €r0 OOHOBJIEHHS HA CEBEPHOE
00OpyIOBaHHME IODKHA ABTOMATHYECKH BBITIOMHATHCA TMPEIBAPUTEIbHAS TPOBEPKA
JAHHOTO TPOTPAMMHOTO OOECTIEUEHHUSI Ha OTCYTCTBHE BPEAOHOCHOTO IMPOTPAMMHOTO
oOecTIeUeHHA.

OoOnoBNEHME 0a3 CUTHATYP IJI CPEACTBA AHTUBHUPYCHOW 3alIMTHI MH(POpPMALHH
JOKHBI OOHOBIIATHCS €3KETHEBHO.

[lomp30BaTenmn Oe3 TmTpaB aaAMUHHUCTPATOpPa HWHPOPMAIMOHHOW  CHCTEMBI
VYupexkaeHus: He JODKHBI UMETh BO3MOXKHOCTH TIONYYEHHS JOCTYNA K KOH(HTyparmw
AHTHBHPYCHOTO CPE/ICTBA 3ALIMTHI MU €T0 OTKITFOUCHHS.

KoHTpo/1b 3alIMILIEHHOCTH NEePCOHAIBHBIX JaAHHbIX

B 1enax MCKIFOYEHUS SKCIUTyaTallMH YA3BUMOCTEH MPOTPAMMHOTO 00€CTIEYeHUS
JOJDKHBI TIPOBOIUTCS PA0OTHI TIO BBIABIICHUIO, AaHATTU3Y YA3BUMOCTEH HHPOPMALIMOHHON
CHUCTEMBI U OTEPATHBHOE YCTPAHEHWE BHOBH BBIABIIEHHBIX yi3BUMOCTEeH. B ToM wmcne
OpTraHW3anus KOHTPOJS YCTAHOBKHA OOHOBJICHHS TPOTPAMMHOTO OOECTICUYECHHUS BKITFOYAS
CPEACTB 3aIUTHI HHPOPMALHH.

Hcnosb30BaHue NPOrpaMMHOro obecrieueHust

Be16op nporpaMMHOTO 00€CTIEUEHHS I IPOU3BOACTBEHHBIX HYXKI Y UPESIKICHUA
JOJDKEH TIPOU3BOIUTHCS B IPHOPHUTETE K OTEUECTBEHHOMY, BHECEHHOTO B EuHbBIN peecTp
POCCHICKUX TIPOTPaAMM [T 3JIEKTPOHHBIX BBIYHCIIUTENFHBIX MAIIWH W 0a3 maHHBIX. B
ClTydae OTCYTCTBHS aHajora B EAMHOM peecTpe pOCCHUCKHX MPOTPaMM TS SJIEKTPOHHBIX
BBIYMCIIUTEIFHBIX MAlOIMH W 0a3 JAHHBIX JOIYCKAETCA HCIIOIb30BATh MPOTPAMMHOTO
o0ecTieueHIEe UMITOPTHOTO TTPOU3BO/ICTBA.

Hcnonb3oBaHue cpeacTs Kpuntorpaguyeckoil 3amuTol MHGopMauuu

ObecrieueHre 3ammThl WHOOPMAIMH OTPAHHYEHHOTO MOCTYNA OT PACKPHITHA,
Momu(UKAIMA W HaBsI3bIBaHUSA (BBOJMA JIOKHOW WH(OpMAIMHM) TIPH €€ Tepeaade
(moAroTOBKE K TEpeAade) MO KaHAIAM CBSI3H, HWMEIONIMM BBIXOA 34 TIPEIeIb
KOHTPOJIUPYEMOU 30HBI 00ECIIEYMBAETCS MPUMEHEHHEM CPEACTB KPUNTOTpaduIecKOM
3anIUThl HH)OPMALIH.

[TpuoOperenne cpeacTs KpuntTorpapuIecKOr 3aMThl HHPOPMAIUH Y UperKACHUS
OCYIIECTBIAIETCS HA OCHOBAHWH JOTOBOPOB M KOHTPAKTOB C JIMIIAMH HWMEIOIIHMHA
neucTryronyto muneH3uro @Ch Poccnn Ha 0CyTIEeCTBICHHE IEATETFHOCTH MO pa3padoTKe,
MPOU3BOJICTBY, PACTIPOCTPAHEHUIO MMHQPOBATBHBIX (KPUNTOTPpaPUUIECKUX) CPEICTB,
WHPOPMAIMOHHBIX CHCTEM ¢ TEIEKOMMYHHKAIMOHHBIX CHCTEM, 3allHINEHHBIX C
WCTIONB30BAHUEM HIU(PPOBATBHBIX (KPUNTOTPAPUIECKHX) CPENICTB, BHIIOJHEHUIO PadoT,
OKa3aHMIO YCIIYyT B 00JIACTH MIM(PpoBaHuA HHYOPMALIMH, TEXHHIECKOMY 00CTYKUBAHHIO



mpoBaTbHEIX  (KpUNTOTPAQUUYECKUX) CPEACTB, HWHPOPMAIMOHHBIX CHCTEM H
TEIEKOMMYHHUKALIMOHHBIX CHCTEM, 3aIMUIIEHHBIX C WCIIOJIb30BAHUEM IMH(PPOBATHHBIX
(kpunTorpadEueckux) cpeAcTB (32  HCKIIOYEHHEM CIIy4as, €CIH TEeXHHYECKOEe
oOcimy’)kuBaHWEe MMHU(POBATBHBIX (KpUNTOTPAPUUECKHX) CPEACTB, HH(YOPMAMOHHBIX
CUCTEM U TEIIEKOMMYHUKAMOHHBIX CHCTEM, 3aIUIICHHBIX C HWCIOJIb30BAHUEM
mH(poBaTbHEIX (KPUNTOTPAPUIECKHUX) CPEACTB, OCYHIECTBISETCS I 00ECTIEYEeHUS
COOCTBEHHBIX HYX FOPUAMYECKOTO JTUIA W HHIUBUAYATBHOTO MPEATIPHHAMATEIA ).

B memsax opranuzanuu u obecrie4eHUH nepeaadd HHPOpMAaIHK 10 KaHaIaM CBA3H
C WCIIOJIb30BAHUEM CPEACTB KPHUNTOTPaQUUECKON 3amuThl HHOOPMALMH, a TaKKe
BBITIONTHEHUS THIIEH3UOHHBIX TpeOoBanuii OCb Poccum B YupexxaeHun momkeH ObITh
CO3JIaH OpPraH KPUNTOTpauIecKoi 3aIuThL.

[lopranpHbie pemieHuss YUpPEKACHUS C BO3MOKHOCTBIO JOCTYIA C CETEH O0mIero
TOJTb30BAHUS JOJDKHBI B TIPHOPUTETE Pa3padaThIBATHCSA C OPTaHU3ALMEHN 3aMTUINEHHOTO
KaHana nocpeacTBoM mpotokoa TLS ¢ mogaepxkkoit anroputmoB 'OCT 34.10.
Hcnosb30BaHue 31eKTPOHHOM MOYTHI

DONeKTpOHHAA TOYTa JOJDKHA HWCIONB30BAThCA B YUPEXKACHHH C IIEIBIO
OpTaHU3aIUH OOMEHA 3JIEKTPOHHBIMH COOOINEHUSAMH MEXK Iy PAOOTHHKAMH U CYOBEKTAMHU
HH(POPMAIMOHHON O€30TTACHOCTH.

IIpy ncnonb30BaHUM 3JIEKTPOHHOM MTOYTHI 3AIPEINACTCA:

- oOmeH wuH(pOpMarMEHd AT CAYKEOHOTO TIONB30BAHUS, a Takke WH(POPMAITUCH
OTPaHUYECHHOTO JTOCTYTIA,

- TIPEAOCTABJIEHUE AOCTYMA K JJIEKTPOHHOM TIOYTE C HMCIONB30BAHHEM NAHHBIX CBOEH
YYETHOM 3aIUCH TPETHUM JTUIIAM,

- TyOJMKaIu|s CBOETO CIYKEOHOTO ajapeca JIEKTPOHHOW TOYTHI B 3JIEKTPOHHBIX
KaTajorax, Ha TOWCKOBBIX MAIlWHAX W JAPYTHX pecypcax ceTd MHTepHET B 1EmIx, He
CBSI3aHHBIX C UCTIOJTHEHUEM CBOMX JIODKHOCTHBIX 00s3aHHOCTEH;

- TOANMCKA TO 3JIEKTPOHHOW TOYTE HAa PA3MYHBIE PEKIAMHBIE MATEPHAIIBI, JIACTHI
PACCBUIKH, 3JIEKTPOHHBIE *KYPHAIIBI U T.[., HE CBA3aHHBIC C BHIMTOJIHEHUEM TTOJIH30BATEIEM
JOODKHOCTHBIX 00S3aHHOCTEH;

- OTKPHITHE (3aITyCK Ha BBIIOJTHEHHE) (DAHIIOB, MOMyYEHHBIX MO 3JIEKTPOHHOW TIOUTE WITH
3 pecypcoB cetd HHTepHer, 0e3 TpenBapUTENbHOH MPOBEPKH WX AHTUBUPYCHBIM
MPOTPAMMHBIM 0OECTIEYCHHEM.

PaGoTa B ceTsix 0011ero noJib30BaHust

YupexaeHue OCTaBIAeT 3a COOOH PaBO OIOKUPOBATH WIIH OTPAHHUYHMBATH JOCTYT
pabOTHHKAM K CETAM CBs3H OOIIETO TONB30BAHHWA, B TOM 4HCIEe ceTh VHTEpHeT,
COAEpKaHUE KOTOPHIX HE HUMEET OTHOIIEHHS K HCIIOTHEHHIO TOJDKHOCTHBIX 00S3aHHOCTEH,
a Takke K WHPOPMAIMOHHBIM PECypcaM, COJAEPKaHHE W HAIMPABIEHHOCTh KOTOPBIX
3anpeIeHbl 3aK0OHOIaTeNbCTBOM Poccutickon Penepanum.

Wudopmarms 0 mocenmiaeMpIX pPaOOTHHUKAMH YUPEKACHUS HH(POPMAMOHHBIX
PECYPCOB MPOTOKOJIMPYETCS I TMOCIIEAYIOMIETO aHAIH3A U, TIPH HEOOXOTUMOCTH, MOJKET
OBITh TPEACTABICHA PYKOBOAUTEIIM CTPYKTYPHBIX TIOAPA3CTCHUM, a TaKKe
PYKOBOJIHUTEIIO Y UPEKACHUS I KOHTPOJIS.

[Ipu ucnonb3oBaHuu ceTH MHTEPHET 3anpemieHo:

- MCHOJIB30BATh IMPEAOCTABICHHBIN YUYPEKICHUIO AOCTYII B C€Thb MHTEpPHET B NUYHBIX
LEJTAX;

- WCTIOJIb30BaTh HECAHKIMOHWPOBAHHBIE NTPOTPAMMHBIE M TIPOTPAMMHO-AIIAPATHBIE
CpeACTBa, O3BOJISIONINE MOTYYUTh HECAHKIIMOHUPOBAHHBIN TOCTYH K ceTh MHTEpHET;

- IyOJIMKOBATh, 3arPy>KaTh M PACIIPOCTPAHATH MATEPHANBI COJEPKALINE HEJOCTOBEPHYIO
uH(popMaImio 00 YupekaeHun, a Takke panbcuduimpponats cBol [P-ampec.

Pe3epBHOe KONMMPOBaHNE U BOCCTAHOBJIEHUE TAHHBIX



OcymiecTBIIEHHE PE3EPBHOTO KOMMUPOBAHMUS TOJDKHO OCYIIECTBIIATHCS JUIA:

- uapopmanmu oOpadaTeiBaeMOH Ha (DaJIOBOM CEPBEPE W CEpPBEpPE NPHIIOKEHUH,
WH(GOPMAIMOHHONU CHCTEMBI;
- pabOYMX MECT AAMHHHUCTPATOPOB HH()OPMAILIHOHHON CHCTEMBI.

YacToTa ¥ peXHM PE3EPBHOTO KOMMPOBAHHS YCTAHABIIMBAIOTCS TAKHM 0Opa3oM,
4TOOBI 00ECTICYUTh MHHHMATBHYIO TIOTEPIO JAHHBIX H OMIEPATHBHOE BOCCTAHOBJICHHE.

Hactpoiika  pe3epBHOrO  KONHPOBAHWUS W  BOCCTAHOBJICHHS  PECypCcOB
WHQOPMALMOHHBIX CUCTEM YUPEXKICHHA HOJDKHBI TPOBOJWUTH  YIIOJTHOMOYEHHBIE
PabOTHHUKH Y UpEKIECHUS.

PesepBHOE KONMMPOBAHUE NOJKHO OCYINECTBIISTHCS B ABTOMATHYECKOM PEKHME C
NPUMEHEHHEM  OTEYECTBEHHOTO  CHCIHMAJM3HPOBAHHOTO  CPEACTBA  PE3EPBHOTO
KOTMUPOBAHHUA C JEHUCTBYIOIIMM CEPTH(UKATOM COOTBETCTBUS IO TPEOOBAHUAM
oe3omacaoctu uHpopmarnmu OCTIK Poccun.

6. OCHOBHBIE TPEBOBAHUS K NPOLHECCAM YIIPABJTEHUA
NHO®OPMAIIMOHHOU BE3OITACHOCTBIO

MoHuTopuHr HH(OPMALIMOHHOI 6€30MACHOCTH

Ha mocrosHHON OCHOBE [OJDKEH TPOBOAMTHCA KOMIUIEKCHBIM — aHaIu3
(YHKITHOHHPOBAHUS HH(POPMATTMOHHOM CHCTEMBI Y UPEIKICHUS H BOSHUKAFOTIIHX COOBITHI
HH(POPMAIMOHHON O€30TTaCHOCTH.

[Ipormecc MOHUTOPHHTA CHCTEMBI OOecTieueHrsT UH(POPMAITHOHHON 0€30MacHOCTH
JOJDKEH BKIIFOYATh B €O KOHTPOIIb OPTAHU3ALMOHHBIX W TEXHUYECKHUX MEP 1O 3alIUTe
nHpOpMAIHMH, aHAIM3 TAPAMETPOB KOH(PUTYPAIMH W HACTPOHWKHA CPEICTB 3aIMUTHI
uH(pOpMAaIHH.

IIpm mpoBeIeHMM KOHTPOJIBHBIX MEPONPUATHH, CBA3aHHBIX C OLIEHKOM pealn3aluu
Mep mo 3ammure HHPOpMAIMH B YUPEKACHHUH, YITOJHOMOYCHHBIE PAOOTHUKH JOJDKHBI
MPUIEPKUBATHCS CIIEAYFOTINX MPUHIUTIOB:

- HE HapymaTh PyHKIHOHUPOBAHHE ACATEIHHOCTH Y UPEKIACHHUS;

- IEUCTBOBATH B COOTBETCTBUH C YTBEPKIAECHHBIMU OPTaHH3ALIMOHHO-PACTIOPATUTETEHBIMA
JOKYMEHTAMHU Y UpEKICHUS 110 3aInUTe HHPOpPMALUH;

- HE CKPBIBATh (PAKTHI BBIABIEHHBIX COOBITHI HH()OPMALTMOHHOW O€30TTaCHOCTH;

- oOopMIIATH OTYETHI, TOATBEPKIAIOLINE BBHIMOJTHEHHE MEPONPHUATHA TIO 3allHTe
uH(pOpMaIHH.

Wudopmarms, moaydeHHAs B X0/1€ MPOBEACHUS KOHTPOIUPYIOITHUX MEPOTIPUATHH O
OEUCTBUAX, COOBITHAX W TIApaMETPax, WMEIONIMX OTHOIIEHHWE K PEaM3allid Mep TI0
3amre  WHQOPMAIMH, [JODKHA KOHCOJNWAMPOBATECA M XPAHHUTBCI B  MECTaX,
WCKJTFOYAOIIUX MTOTyYeHUE K HEW HECAHKIIMOHUPOBAHHOTO JOCTYTIA.

MOHHTOPHUHT MNAaHHBIX O 3aPETHCTPUPOBAHHBIX COOBITUAX WH(HOPMAITMOHHOH
0€30MacHOCTH TOJDKEH MPOBOJUTHCS, MO BO3MOXKHOCTH, C HCIIOJIb30BAHUEM CHCTEMBI
MOHHTOPHHTA WHLWUACHTOB HWH()OPMAIMOHHON OE30MACHOCTH WM  BCTPOCHHBIX
MEXaHHU3MOB HACTPOUKH U ayJUTa COOBITHH B TPOrPAMMHBIX U TIPOTPAMMHO-ATTIAPATHBIX
CPEACTBAX, HCTIOIb3YEMBIX B HH)OPMAMOHHON HHPPACTPYKTYpe Y UpeKaeHHUS.
YnpasjeHue puckamu

OnpenencHue BHYTPEHHUX TpPeOOBAaHWH MO 3ammte WHOOPMAIUH, JOJLKHBI
OCHOBBIBATHCS HA PE3yNIbTaTaX TMPOBEJCHHUS aHAJIM3a PHUCKOB HAPYIIEHHS OCHOBHBIX
CBOMCTB 0€30MACHOCTH 11 HH(OPMAIIMOHHBIX PECYPCOB Y UPEIKACHUS.

OCHOBO# OLIEHKH PHCKOB TOJDKHA OBITh OIIEHKA YCTIOBHUA M (DaKTOPOB, KOTOPHIE
MOTYT CTaTh MPUYUHOW HAPYIICHUS LEIIOCTHOCTH, KOHPUAECHITHATBHOCTH U JOCTYITHOCTH
T THPOPMAIIMOHHBIX PECYPCOB Y UPEIKICHHUS.



PesympraToM mTpoBelEHWS aHATM3a PHUCKOB JODKEH OBITh pa3paOOTaHHBIA
KOMIUTEKC MEp, HAMPABJICHHBIX HA CHIKEHHE BO3MOJKHOTO HETaTHBHOTO BIIMSHUSA Ha
OCHOBHYIO JEATEIBHOCTh YUPEKICHHA MPH peanu3allid TOW HIM HWHOM YIPO3bI
0e30macHOCTH HHPOPMAITMK U 00ECTICUNBAIONINX B JTATbHEUIIIEM TOCTATOYHBIH YPOBEHB
3aMTUIIEHHOCTH HHPOPMAIIMOHHBIX CUCTEM Y UPEXKICHUS.

Ynpaienue uHuugeHTaMu UHGOPMALITMOHHOI 0€30MACHOCTH

Jmst oGecniedenust 3¢GQPEKTUBHOTO pa3peIleHus] HMHIHMACHTOB WH(GOPMAIMOHHOM
0€30MmacHOCTH B YUpPEXKJACHWH, MUHUMH3AIMH TIOTEPh H YMEHBIICHHUA PHUCKA
BO3HUKHOBEHHSA TIOBTOPHBIX HMHIMJACHTOB JOJDKHO OCYINECTBIATHCA — YIPABICHHE
WHIMIEHTAMH HH()OPMALTHOHHON O€30TTaCHOCTH.

Jlns ynpaBlieHAs WHIHAECHTAMH WHPOPMAIMOHHOW O€30TacHOCTH MOJKHA OBITH
CO3aHa CiIy’)k0a MOHHTOPHHTa M PEAarMpoOBaHHWA HA HMHOWACHTH WHPOPMALMOHHON
0€30MacHOCTH, KOTOpas MOCPEACTBOM KOMIUIEKCA CPEACTB U MEPOTPUATHH [UIA cOOpa U
KOHCONMHMIAIUN HHpOpMAmKu 00 MHIMICHTAX pPEMIaeT JAaHHYI 3amady. B oTHomeHwnm
KOKIOTO TPOU3OMICAINIET0 HWHIWACHTA PAaOOTHUKAMH M3 CIYy)KObI MOHHUTOPHHTA H
pearupoBaHUs Ha WHLOUACHTH HH()OPMAIMOHHON O€30MaCHOCTH TOJDKEH BBITOTHATHCS
€T0 aHam3, U pa3padoTka >3(p(PEeKTUBHBIX MEP PEAarHPOBAHUS HA JAHHBIA WHITH/ICHT.
AyauT cucteMbl o0ecriedeHus1 HH(POpMALIMOHHOI 0€30MacHOCTH

B mensix orieHKH TeKyImero yposHs HHGOPMAIIMOHHOW 0€30TTaCHOCTH Y UPeKACHUS
Ha PETYIAPHOU OCHOBE JIOJDKEH MPOBOAUTHCA ayTUT HHYOPMALIMOHHOHN 0€30TTaCHOCTH.

BHyTpeHHME ayAuThI TOJDKHBI BBITIOTHATHCSA PAOOTHUKAMH Y upexaeHus. B uncmo
3aJa4, PEIMaeMbIX TPH TPOBEACHHHM BHYTPEHHHUX ayAWTOB HHPOPMALMOHHON
0€30MaCHOCTH, BXO/IAT:

- cOOp ¥ aHaTU3 UCXOTHBIX JAHHBIX 00 OPraHU3AHOHHON U (YHKIIMOHAIEHOW CTPYKTYpE
WH(POPMAIMOHHBIX CHCTEM, HEOOXOTUMBIX I OLECHKH COCTOSHHUS CHUCTEMBI 3aIlUTHI
HH(POPMALHH;

- aHaTM3 YTBEPKIECHHBIX OPTAHU3AMMOHHO-PACTIOPSAUTEIBHBIX JOKYMEHTOB TIO 3aIIHTE
nHpOpPMAIMH HA TPEIMET MX TOTHOTHI U 3((EKTHBHOCTH, a Takke (HOPMHPOBAHHE
PEKOMEHIAIMN TT0 WX JOPAOOTKE MITH Pa3padOTKH HOBBIX;

- o0ocHOoBaHuEe (prHAHCOBOU 3(PPEKTUBHOCTH BHOBH NMPUOOPETAEMBIX CPEACTB 3aIIUTHI
nHbOpMAIHH;

- TPOBEPKAa TPABHIBHOCTH BBHIOOPA W HACTPOMKH CPEACTB 3aIUTHl WH(POPMALHH,
(dbopMuUpOBaHHE TIPEATIOKEHUH TI0 WCIIOIb30BAHUI0 HWMEIOIIMXCS CPEACTB  3aIlUTHI
WH(OPMAIMH I TTOBBIICHUS YPOBHSA HAJAEKHOCTH B O€30TIACHOCTH WH(OPMATIHOHHBIX
CHUCTEM Y UPEKICHUS

- aHAJU3 OTYETOB IO MPOU3OIIEAIUM HWHIMIACHTAM HH(POPMALIMOHHONW 0E30TTaCHOCTH H
MPHUHATHIM MEPAM TI0 UX Pa3pPEIIECHHIO.

IoBbIIeHHE 0CBEAOMJIEHHOCTH PA0OTHUKOB

B pamkax opraHM3anyu KOMITIEKCHOTO MPOTHBOAECUCTBHUS yrpo3aM 0e301macHOCTH
WH(POPMALMH, HCXOISAIIAM OT PAOOTHUKOB Y UPEKACHUSA TOJDKHA TIOCTOSTHHO MTOBBIIIATHCS
WX OCBEJOMIIEHHOCTh B OOJIACTH 3aMIUTHI HH(OPMALHIH.

[loBbImIeHHE OCBETOMIIEHHOCTH PAOOTHUKOB Y UPEXKACHUSA OCYIIECTBISAETCA:

- TI0 CYIIECTBYIOIIMM B Y UPEKICHUN OPTAaHU3ALMOHHO-PACTIOPATUTEITFHBIM TOKyMEHTAM;
- TI0 IPUMEHAEMBIM B Y UPEKICHAU MEPaM 3aIIUTHl HHPOPMAIIH;
- TIO0 TIPABUJIBHOMY HCTIOIB30BAHUIO CPEJCTB 3aUIMTHI HH)OPMALIHH.

7. JAKJIIOYMEHHUE

[Ipn u3MeHEHHHM OEUCTBYOLIETO 3aKOoHOAATENbCTBA Poccuiickont Depepauuu B
oOjmacTy 3amuThl  WH(POPMAIMKM, a TaKKE OPTaHHU3AIHOHHO-PACTIOPSAUTETHHBIX



JOKYMEHTOB YUpEKIACHHS HacToAmas [lonmuThka M M3MEHEHUS K HEW MPUMEHSIOTCS B
YaCcTH, HE MPOTUBOPEYAICH BHOBb NPUHATHIM 3aKOHOJATEIBHBIM U UHBIM HOPMATHBHBIM
aKTaM, a TAKKE BHYTPEHHUM JOKYMEHTAM Y UPEKACHUA.

Bce TpeboBaHus, yCTAaHOBIIEHHBIE IEHCTBYIOIIHM 3aKOHOIATENHCTBOM Poccuiickoit
Oenepauyv, NOA3aKOHHBIMA AKTAMH M JIOTOBOPHBIMH OTHOIICHHSMH, a TAKXKE IMOIXO]
YupexaeHuss K 00€CTIEUeHHUIO0 COOTBETCTBHA STHM TPEOOBAHHUAM MOJKHBI OBITH SBHBIM
00pa3oM OTIPENEICHBI, TOKYMEHTHPOBAHBI M TIOAIEP’KUBATHCS B AKTYaTbHOM COCTOSTHHH.

YupexaeHue B MPUOPUTETHOM HAMPABIEHHUH AOJLKEH PACCMATPUBATHCS MEPEXO]
MPOTPAMMHOTO 00€CTIEYEHHUE OTEYECTBEHHOTO TPOU3BOAUTEIS, BKIIFOUEHHOTO B €THHBIN
PEECTP POCCHHMCKHUX TPOTPAMM JUIsl JJIEKTPOHHBIX BBIYHCIUTEIHHBIX MAIIUH W 0a3
TaHHBIX. B TOM wucne Mo 4YacTH CEepBEPHOTO, KOMMYTAIHOHHOTO OOOpPYAOBAaHUA W
MPOTPAaMMHO-AIIITAPATHBIX CPEACTB, BKIIOYEHHBIX B EJOUHBIM peecTp POCCHUCKOM
PATHO3IEKTPOHHOM MPOIYKIUH.

[TepecmMOTp ¥ BHECEHHE U3MEHEHUH B HACTOAINYIO [[0IMTHKY OCYIIECTBASIOTCA HA
NEPUOANYECKON U BHEIIJIAHOBOM OCHOBE.

8. CIIMCOK NCITOJIb30OBAHHBIX HCTOYHUKOB

1 ®enepanpHbIid 3aKk0H OT 27.07.2006 Ne 149-D3 «O06 nrpopManmy, HHOOPMATTHOHHBIX
TEXHOJIOTHSAX U O 3aITUTE HHPOPMALTUID).

2 ®enepanpubii 3ak0H 0T 06.04.2011 No 63-D3 «O0 37eKTPOHHOM TTOAITHCH.

3 Tlocranosnenne [IpaButenscTBa Poccuiickoit @enepanmu ot 16.04.2012 Ne 313 «O06
yTBepKAeHUN [loNOXKEeHNs O JMIEH3UPOBAHUM JEATEBPHOCTH TIO  Pa3padoTKe,
MPOM3BOJICTBY, PACHPOCTPAHEHHIO ITU(PPOBATBHBIX (KPUNTOTPAUUECKUX) CPEACTB,
WH(POPMAIMOHHBIX CHCTEM W TEIEKOMMYHHKAIIMOHHBIX CHCTEM, 3allHINEHHBIX C
WCTIONB30BAHAEM MU(PPOBATBHBIX (KPUNTOTPAUIECKHUX) CPEICTB, BHIMIOIHEHUIO PadoT,
OKa3aHWIO YCIIyT B 0071acTH mudpoBaHus WHPOPMAIUH, TEXHHICCKOMY 00CTY:KHBAHHIO
mmpoBaTbHEIX  (KpUNTOTPAQUUYECKUX) CPEACTB, HWHPOPMAIMOHHBIX CHCTEM H
TEIEKOMMYHHUKALIMOHHBIX CHCTEM, 3aIUIIEHHBIX C WCIIOJIb30BAHUEM IMH(PPOBATHHBIX
(kpunTorpaduyueckux) cpeAcTB (32 HMCKIIOYEHHWEM CIy4as, €CIM TEXHHYECKOE
oOcimy’)kuBaHWE IMMHU(POBATBHBIX (KpUNTOTPAPUUECKHX) CPEACTB, HH()OPMAMOHHBIX
CHCTEM U TEIIEKOMMYHHKALMOHHBIX CHUCTEM, 3alIUIIEHHBIX C HCIIOJIb30BAHUEM
mm(poBaTbHEIX (KPUNTOTPAPUUECKUX) CPEACTB, OCYHIECTBISETCS I 00ECTIEYeHUS
COOCTBEHHBIX HYX/I FOPUANYECKOTO JTUIIA WM HHAUBUAYAITBHOTO TIPEATIPHHUMATEIIA ).

4 Tloctanosnenue [IpaBurenscTBa Poccmiickoit @eneparmu ot 01.11.2012 No 1119 «O6
VTBEPKACHUN TPeOOBAHWH K 3alIMTE TEPCOHANBHBIX JAHHBIX NPH HX 00paboTKe B
WH(POPMAIMOHHBIX CHCTEMAX TIEPCOHATBHBIX TAHHBIX).

5 Ipuxaz OAIICHU ot 13.06.2001 Ne 152 «O0 yrBepxkacann WHCTpyKmpu 00
OpPraHHW3aIllid W OOCCTICUCHWH OE30TACHOCTH XPaHEHHUS, OOpPaOOTKH W Tepeadd Iio
KaHaJIaM CBS3H C UCTIOJIB30BAHUEM CPEICTB KPUNTOTPAPUIECKOH 3aIUTHl HHPOPMALIMH C
OTPaHUYECHHBIM JOCTYITOM, HE COJEPKAIIECH CBEICHUH, COCTABIISIONINX TOCY/IAPCTBEHHYTO
TAUHY».

6 [Tpuka3 ®Cb Poccum o1 09.02.2005 No 66 «O0 yrBepxaennn [lomokeHns o pa3padoTKe,
MPOM3BOJICTBE, PEANHM3ALMHA M SKCIUTyaTallMd MIH(POBATBHBIX (KPHNTOTPAPUIECKUX)
cpeacts 3amuThl HHGopMmarmn ([Tonoxenne [TK3-2005)».

7 Ipuka3z @®CTOK Poccun ot 11.02.2013 Ne 17 «O0 yTBep:KAeHHH TPEOOBAHUH O 3AIIUTE
uH(pOPMAIIMK, HE COCTABIIONIEH TOCYJAPCTBEHHYIO TaWHy, COJCpKamieiics B
TOCYJapCTBEHHBIX HH(POPMALIMOHHBIX CHCTEMAX)).

8 IIpuka3z ®CTOK Poccum ot 18.02.2013 No 21 «OO0 yTBep:KICHUH COCTAaBA M COJICPIKAHHS



OPTaHHU3AIHOHHBIX M TEXHUYCCKUX MEP MO OOSCTICYCHHIO OE30TMaCHOCTH TEPCOHATBHBIX
TaHHBIX TIPH UX 00pa0oTKe B HHPOPMAMOHHBIX CHCTEMAX TIEPCOHATBHBIX JAHHBIX).

9 Ipuka3z OCb Poccum ot 10.07.2014 Ne 378 «O6 yrBepkaeanu CocTaBa v COACPKAHUSA
OPTaHWU3AMUOHHBIX U TEXHUYECKHX MEP MO OOECTICYCHHIO O€30TIACHOCTH MEPCOHATBHBIX
JaHHBIX TIPH MX 00paboTKe B WH(OPMAIMOHHBIX CHCTEMAaX TMEPCOHANBHBIX JTAHHBIX C
WCTIOJTB30BAHHEM CPEICTB KPHMTOTPAQHUECKOM 3aIMUTH HHPOPMAIAN, HEOOXOTUMBIX JIJIs
BBITIOTHEHUS yCcTaHOBIIEHHBIX [IpaBuTensctBoM Poccuiickoit Meneparun TpeOoBaHUE K
3aIIUTe TIEPCOHATBHBIX TAHHBIX I KAKIOTO U3 YPOBHEH 3aIMUIIEHHOCTH.

10 TOCT P 51624-2000 «3ammra wHbOpMAIMH. ABTOMATH3UPOBAHHBIE CHUCTEMBI B
3aIUINEHHOM ucTioHeHnH. O0nme TpeOOBaHMD.

11 TOCT P 51898-2002 «AcnekTtbl 6e30macHOCTH. [[paBriia BKIIOUEHUS B CTAHAAPTHD).
12TOCT P 50.1.056-2005 «Texnuveckas 3amuTa uHpopManyu. OCHOBHBIE TEPMUHBI

W OTIPEIEIICHUN.

13 TOCT P UCO/MBK 27001-2006 «UuapopManmonHass TexXHOIOTHA. MeToapl W
cpeactBa Oe3omacHOCTH. CHCTEMBI MEHEDKMEHTa HH(POPMALMOHHOW OE30TaCHOCTH.
TpeboBanu».

14 TOCT P 50922-2006 «3amuta napopmanymu. OCHOBHBIE TEPMUHBI U OTIPEICIICHUN.
15 TOCT P 51275-2006 «3amuta uadopmammn. O0bekt uHpopMarnzammu. OakTopsl,
BO3JIEUCTBYIOTIIHE Ha HHPOopMaruio. OOIIHe TTOIOKEHUSD.

16 TOCT P UCO/MOBK TO 13335-5-2006 «upopmarmoHHass TEXHOIOTHI. MeTOIbI H
cpeactBa oOecmedeHuss Oe3omacHOCTH. Yacth 5. PyKOBOACTBO TIO MEHEHKMEHTY
0€30IaCHOCTH CETH.

17 TOCT P HCO/TO 13569-2007 «®uHaHCOBBIE YCIyTH. PekOMEHmAIMW TI0
WH(OPMAITMOHHOH 0€30TTACHOCTH.

18 TOCT P UCO/MBK 27005-2010 «HUupopmanmonHas TexXHOIOTHA. MeToapl W
cpeacTBa obOecrieueHHs O€30MAaCHOCTH. MEHEIKMEHT pHCKa HHPOPMALMOHHON
0€30macHOCTI.

19 TOCT P UCO/MBK 27004-2021 «UuapopManmonHas TeXHOJIOTHA. MeToapl W
cpeacTBa oOecrieueHUs 0€30mMacHOCTH. MeHemKMEeHT HH)OPMAIMOHHON OE€30TTaCHOCTH.
MOHUTOPHUHT, OLIEHKA 3AMUINEHHOCTH, aHAH3 U OLICHUBAHUEY.

20T'OCT P 51897-2021 «MeHeKMEHT pUcKa. TEPMHUHBI U ONPEACTIEHUN.

21 TOCT P 52069.0-2013 «3amuta wHpopMmaruu. Cuctema craHmaapToB. OCHOBHBIE
TIOTIOKEHUSD.
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