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TEPMUHBI 1 OITPEJAEJEHUA

B HacTosmemM qOKyMEeHTE UCTIONB3YIOTCS CIIETYFOTIIHE TEPMHHBI U KX OTTPEICTICHUS.
ABTOMATU3UPOBAHHASI CUCTEMA - CHUCTEMA, COCTOAINAS W3 TEPCOHANa M KOMILIEKCA
CPEICTB aBTOMATH3AIMH €T0 JICATEBHOCTH, peamn3yiomas HWH)OPMAIHOHHYIO
TEXHOJIOTHIO BBITIOJTHEHUS YCTAHOBJICHHBIX (PYHKITHH.

AyTeHTU(UKAUMS OTHPABUTENS JAHHBIX - TOJATBEPKJICHUE TOTO, YTO OTIPABUTEITD
MOJTyYE€HHBIX JAHHBIX COOTBETCTBYET 3aABJICHHOMY.

Be3onacHOCTh MepPCOHANBHBIX JAHHBIX - COCTOSHHE 3alUIICHHOCTH IMEPCOHABHBIX
TAHHBIX, XapPaKTEPH3yEeMOE CIOCOOHOCTHIO TOJIb30BATEJICH, TEXHHYECKHUX CPEICTB H
WH(OPMAIIMOHHBIX TEXHOJOTHH 00€CTIEUYHUTh KOH(PHUICHIIMATFHOCTD, IETOCTHOCTh H
JTOCTYIMTHOCTh TIEPCOHATBHBIX JAHHBIX TPH UX 00pa0d0TKe B WH(OPMAIIMOHHBIX CHCTEMAX
MIEPCOHATIFHBIX TAHHBIX.

Buomerpuueckue mnepcoHA/IbHbIE [aHHbIE - CBEACHHSA, KOTOPHIE XapaKTEPU3YIOT
(U3HOIOTHYECKUE 0OCOOCHHOCTH YEIIOBEKA M HA OCHOBE KOTOPBIX MOKHO YCTAHOBHTH €TO
JWYHOCTh, BKIIOYas (Qororpadum, oOTMEYaTKH TMAaJbIEB, 00pa3 CETYATKH TIJIa3a,
O0COOCHHOCTH CTPOCHHS TeJla U APYTYIO TTOT00HYI0 HH(DOPMAITHIO.

biokupoBaHue mNEPCOHANBHBIX [JAHHBIX - BpPEMEHHOE TIpeKpameHue coopa,
CHUCTEMATH3AI[WH, HAKOIUICHHS, WCIIONh30BAHUS, PACIPOCTPAHEHHUS, TIEPCOHATBHBIX
JAHHBIX, B TOM YHCIIE WX MEPETaYuu.

Bupyc (koMnbroTepHbIii, MPOrpaMMHBbIN) - UCIOJHAEMBIA NPOrpaMMHBIA KOJA WIIH
WHTEPIPETUPYEMBIN HAOOP WHCTPYKILIHM, 00aaro T CBOMCTBaMU
HECAHKIIMOHUPOBAHHOTO PACHpOCTPaHEHHS W camoBocmupousBeneHus. Co3MaHHbBIE
TyONMMKATHI KOMITBFOTEPHOTO BUPYCa HE BCET/Ia COBMAIAIOT C OPUTHHAIIOM, HO COXPAHSIOT
CIIOCOOHOCTH K JATbHEUIIEMY PACTIPOCTPAHEHHUIO U CAMOBOCIIPOHU3BEICHHIO.
BpenoHnocHasi mporpamMma - TporpaMMma, TpeTHA3HAYEHHAs I OCYIIECTBIICHUS
HECAHKIIMOHUPOBAHHOTO TOCTYIA W (HMJIH) BO3JCHUCTBUSA HA TIEPCOHAIBHBIC JAHHBIC WITH
pecypch HH(POPMAITMOHHON CUCTEMBI TICPCOHATBHBIX JTAHHBIX.

BcnomorareibHble TeEXHUYECKHE CPEACTBA U CHUCTEMbI — TEXHHYECKHE CPEACTBA U
CHUCTEMBI, HE TIpeTHA3HAYCHHBIC IS Tepeaadn, 0OpadOTKH U XPAHEHHS MEPCOHATBHBIX
JAHHBIX, YCTAHABIIMBACMBIC COBMECTHO C TEXHHYECKHUMH CPEJCTBAMH W CHUCTEMAaMH,
MPeTHA3HAYCHHBIMU i1 00pabOTKH TEPCOHANBHBIX JAHHBIX WM B TIOMEIICHUAX, B
KOTOPBIX YCTAHOBJICHBI HH()OPMAIIMOHHBIE CHCTEMBI TIEPCOHABHBIX JTAHHBIX.

JocTyn B ONEpalUoOHHYI cpeay KoMnbloTepa (MH(OPMALMOHHONH CHCTEMbI
MEePCOHAJILHBIX TAHHBIX) - TIOJTyYEHHE BO3MOKHOCTH 3aITyCKa HA BHITIOJTHEHUE TITATHBIX
KOMaH, (PYHKIWN, MPOIEIYP OMEPAIHOHHONW CHCTEMbI (YHHUUYTOKECHHS, KOTTUPOBAHU,
MIEPEMETIEHUS U T.11.), HCTIOJTHAEMBIX (DalIOB TIPHUKIIATHBIX TTPOTPAMM.

JocTyn Kk uH(pOpMALIUH - BO3MOKHOCTH TIOJTyYEHUS HH(OPMAIH H €€ UCTTOJTb30BAHHUS.
3akyagoyHoe YCTPOMCTBO - DJJIEMEHT CPEACTBA CheMa HWH(OOPMAIUH, CKPBITHO
BHEIPSEMBIH (3aKJ1a/IbIBAEMbIN HJTH BHOCUMBIH ) B MECTA BO3MOKHOTO CheMa HH(pOpMAIHH
(B TOM 4YHClIe B OTPaIACHHE, KOHCTPYKIHIO, OOOpPYAOBaHHE, TPEIMETHI WHTEPHEPA,
TPAHCIIOPTHBIE CPEJACTBA, 4 TAKXKE B TEXHHYECKHE CPEJICTBA M CHUCTEMBI OOpaOOTKH
uH(pOpMAIHH).

3amumaemast undgopmauus - uHGoOpMAaIUs, IBIAIOMALCST TPEIMETOM COOCTBEHHOCTH H
TOJIJICIKAIIAST 3aIIMTE B COOTBETCTBHH C TPEOOBAHUSIMH TPABOBBIX TOKYMEHTOB HITH
TpeOOBAaHUSMH, YCTAHABIIMBAEMBIMH COOCTBEHHHKOM HH(pOPMAITHH.

Nnentudukanms - npucBoeHUE CyObeKTaM W OOBEKTAM JOCTyNa HACHTH(UKATOPA H
(WM) CpaBHEHHWE TPEABABISIEMOT0 WACHTH(PHUKATOPA C TIEPEUYHEM TPUCBOEHHBIX
UACHTHU(PUKATOPOB.



HNudopmaTuBHbII CUrHAJ - SJIEKTPUYECKHUE CHUTHAJIBL, AKyCTHUYECKHE,
3NIEKTPOMATHUTHBIE U JAPYTHE (PU3HUECKHE MO, IO MapaMeTpaM KOTOPBIX MOMKET OBITH
packpsiTa KOH(pUACHIMATbHAS HHDOPMAITs (TIePCOHAITFHBIE JaHHBIE) oOpadaTbiBacMas B
WH(POPMAIMOHHON CUCTEME TIEPCOHATBHBIX TAHHBIX.

HNudopmaumnonnasi cucrema nepcoHaabHbIX AaHHbIX (MCIIH) - uapOpManmonHas
cUCTEMA, TIPEACTABIIAIOIIAS COOOM COBOKYTTHOCTD MEPCOHANBHBIX JTAHHBIX, COACPIKAIITUXCS
B 0a3e HaHHBIX, a TaKkKe WH(OPMAIMOHHBIX TEXHOJOTHH M TEXHHYECKHX CPEICTB,
MO3BOJIAIONIMX ~ OCYIIECTBIITH  O0OpabOTKY TaKWX  TEPCOHANBHBIX  JAHHBIX C
WCTIONTb30BAHUEM CPEJCTB AaBTOMATH3ALMH WUITH O€3 UCTIONB30BAHHA TAKUX CPEICTB.
NudopmaunoHHble TEXHOJOTHU - TPOIECCH, METOMbI TIOWCKA, COOpa, XpaHCHHSA,
00paOOTKH, TPEIOCTABICHHSA,  PACTPOCTpPaHEHHWs  WHDOPMAIMH HW  CIIOCOOBI
OCYIIECTBJIEHUS TAKUX MPOLECCOB U METOIOB.

Hcnosb30BaHue MepCcOHANBHBIX JAHHBIX - JACHCTBHA (OTIEpalMH) C TEPCOHAITBHBIMH
JaHHBIMH, COBEPINAEMBIE OTIEPATOPOM B IIENAX NMPUHATHA PEHICHWA WA COBEPUICHUS
WHBIX JCWCTBUH, MOPOKIAOMNX FOPUIWYECKHE TOCIECICTBUSA B OTHOIIEHHUHM CyOBEKTa
MEPCOHAIIBHBIX JAHHBIX WM JPYTHX JIMI] JTHOO WHBIM 00Pa30M 3aTParuBaroIINX IpaBa
CBOOOIBI CYyOBEKTA TIEPCOHATBHBIX JAHHBIX WITH APYTHX JIALL,.

Hcrounuk yrpo3bl 6e30nmacHOCTH MH(POPMALUHM - CYOBEKT AOCTYIA, MATEPHATbHBIA
OOBEKT WM (PU3UUYECKOE SBIICHHE, SBISIONIMECH TPUYMHON BO3HHKHOBEHHUS YTPO3BI
0e30MmacHOCTH HH(OPMALIHH.

Kontposmpyemasi 30Ha - TPOCTPAHCTBO (TEPPUTOPHS, 3JaHWE, 4YACTh 3JIAHUA,
MOMEIICHHE ), B KOTOPOM HUCKITFOUEHO HEKOHTPOIHPYEMOE TIPEOBIBAHNE TTOCTOPOHHHX JTHII,
a TaK)KE TPAHCTIOPTHBIX, TEXHUYECKUX U WHBIX MATEPHATBHBIX CPEJICTB.
KonpuaeHUMaIbHOCTh MEPCOHANBHBIX JAHHBIX - 00A3aTENBHOE IS COOOACHUS
OTIEPaTOPOM WIIM HWHBIM TIONYYHBIOUM JOCTYNl K TEPCOHATBHBIM JAHHBIM JIALIOM
TpeOOBaHUE HE MOMYCKATh MX PAaCMPOCTPaHEHUE Oe3 COTNachs CyOBheKTa MePCOHATBHBIX
TaHHBIX WA HAIMYHAA HHOTO 3aKOHHOTO OCHOBAHUS.

MeskcereBoii 3KkpaH - JOKambHOE (OJHOKOMIIOHEHTHOE) WIH (DYHKIMOHAIBHO-
pacmpesieIecHHOE TPOrpaMMHOE  (TIPOTPAaMMHO-ANMapaTHOE) CPEACTBO  (KOMILIEKC),
peanusyroiee KOHTPOITh 3a HH(POPMANHEH, TTOCTYMAIOMENR B HHPOPMAITMOHHYIO CUCTEMY
MEPCOHAIIBHBIX JAHHBIX | (M) BEIXOAAMIEH M3 HHPOPMATMOHHON CHCTEMBI.
Hapyumiurens 6e30nacHOCTH MEPCOHAJNBHBIX AAHHBIX - (PH3UUECKOE JIHIO, CITyYadHO
WIH TIPESAHAMEPEHHO COBEPHIAIONIIEE JEHCTBHUSA, CIIEACTBHEM KOTOPBIX SBISAETCA
HapynieHUe OE30TAaCHOCTH TEePCOHAIBHBIX JAaHHBIX NPH HUX 00pa0OTKE TEXHHYECKUMH
cpeacTBaMu B HH(OPMAITHOHHBIX CHCTEMAX TTEPCOHAIBHBIX TAHHBIX.
HeaBTomMaTH3upOBaHHasi 00pa0oTKa TMEPCOHANBHBIX [JaHHBIX — 00padoOTKa
MEPCOHAIIBHBIX JAHHBIX, COMEPKAMIMXCSA B MHPOPMALMOHHON CHUCTEME TEPCOHATBHBIX
JaHHBIX JIMOO M3BJICUEHHBIX W3 TAKOW CHCTEMBI, CUHMTAETCA OCYIIECTBIECHHOW 0e€3
WCTIONB30BAHMSA CPEACTB ABTOMATH3AIIUH (HEABTOMATH3UPOBAHHOM ), €CITTH TAKUE ACHCTBUSA
C TEPCOHATBHBIMH JAHHBIMH, KaK WCIIOJb30BAaHUE, YTOYHEHHE, PACIPOCTPAHECHHE,
VHUUYTOKEHHE TICPCOHATBHBIX JAaHHBIX B OTHOMIEHHH KAXKIOTO U3 CyOBEKTOB
MEPCOHAIIBHBIX TAHHBIX, OCYHIECTBIIIOTCS TIPH HETIOCPEACTBEHHOM YYaCTHH Y€JI0BEKA.
HenexnapupoBaHHble BO3MOKHOCTH - (DYHKIIMOHAIbHBIE BO3MOXKHOCTH CPEJICTB
BBIYMCITUTEIFHON TEXHHWKH, HE OIMWCAHHBIE WM HE COOTBETCTBYIOLIME OTHMCAHHBIM B
JOKYMEHTALINH, MPH  HWCIONIb30BAHUM  KOTOPBIX  BO3MOXKHO HapyIIcHHE
KOH(UICHITHATHHOCTH, JTOCTYITHOCTH HITH TIEJIOCTHOCTH 00padaThiBacMOM HH(POPMAITHH.
HecankumoHupoBaHHbII A0CTYNn (HeCAHKLMOHHUPOBAHHbIE AefiCTBHS) - IOCTYN K
nHGOPMAIMH WK ACUCTBHA ¢ MH)OpPMAIWEH, HApYyIDArOIIWe TPAaBWIA PAa3TPAHUYCHUSA
JOCTYIA C UCTIONB30BAHUEM MITATHBIX CPEICTB, MPEIOCTABIIEMBIX HH()OPMAITHOHHBIMH
CHUCTEMaMHU TIEPCOHANBHBIX JAHHBIX.



Hocurens undopmauun - Gpu3HIecKoe JIULO WIH MATEPHATBHBIH OOBEKT, B TOM YHCIIE
¢dusnyecKoe mose, B KOTOPOM HH()OPMALMA HAXOAUT CBOE OTPAKECHHE B BUIEC CHMBOJIOB,
00pa3oB, CHUTHAJIOB, TEXHUYECKHUX PEHIEHHH © TPOILECCOB, KOJUYECTBEHHBIX
XapPaKTEPUCTUK (PU3UIECKUX BETHUHH.

O06e3nnyuBaHUEe TEPCOHAJbHBIX JaHHBIX - JEHUCTBHA, B PE3YJIbTaTe KOTOPBIX
HEBO3MOXKHO OTPEICIHTh MPHHAIICKHOCTh TIEPCOHABHBIX JAHHBIX KOHKPETHOMY
CYOBEKTYy MEPCOHATBHBIX TAHHBIX.

OG6paGoTka mepcoOHA/ILHBIX [aHHbIX - JCHUCTBHA (OTEpalyu) C TEPCOHATBHBIMHU
OAHHBIMH, BKIFOYAas COOp, CHUCTEMATH3ALMIO, HAKOIUIEHWE, XpPaHCHHE, YTOYHECHHUE
(oOHOBNEHHE, H3MEHEHHE), UCTIOB30BAHUE, PACTIPOCTPAHEHHE (B TOM YHCIIE TIEpeaaqy),
00e3TMYUBaHUE, OJIOKUPOBAHUE, YHUUTOKEHHE TICPCOHATIBHBIX JAHHBIX.
OO0uenocTynHble MNEpPCOHA/IbHBbIE [aHHbIE - TIEPCOHAIBHBIC JaHHBIC, JOCTYII
HEOTPAHHYECHHOTO Kpyra JHI K KOTOPHIM TIPEJOCTaBICH C COTJIacHs CyOBeKTa
MEPCOHANBHBIX TAHHBIX HJIH HA KOTOPHIE B COOTBETCTBUH C (peepaibHBIMU 3aKOHAMH HE
pactpocTpaHsaeTcs TpeOoBaHHE COOMIOCHUS KOH(PUACHITHATTBHOCTH.

Onepatop (MepCcoHA/ILHBIX AAHHBIX) - TOCYIAPCTBEHHBIH OPraH, MYHHIUITATBHBIN
OpraH, IOPUANYECKOE HITH (PU3HUYECKOE JTUI0, OPTaHU3YIONIee U (MITH) OCYIIECTBIISIONIEE
00pabOTKy TEPCOHANBHBIX MAHHBIX, 4 TAaKXKe OMPENEIAOMUE LEeTH W COACPKAHHE
00padOTKH TIEPCOHATTBHBIX TAHHBIX.

Texnuveckue cpeacTBa HHPOPMALMOHHON CHCTEMbI MEPCOHANBHBIX JAHHBIX -
CpeACTBA BEIYHUCITUTEITFHON TEXHUKH, HH()OPMAIIMOHHO — BHIYUCITUTEIHHBIE KOMIUTEKCHI U
CEeTH, CPEACTBA W CHCTEMBI Tiepenaun, npuema u o0padotku [1/1H (cpencTBa u cuCTeMBI
3BYKO3AITUCH, 3BYKOYCHJICHHS, 3ByKOBOCTIPOU3BEICHHS, TIEPETOBOPHBIE U TEJICBU3UOHHBIC
YCTPOMCTBA, CPEICTBA W3TOTOBJICHUS, THPAKHPOBAHHA JOKYMEHTOB H JPYTHE
TEXHHYECKHE CPEACTBA 00PAOOTKH peueBOH, rpadymueCcKOM, BUACO- U OyKBEHHO-TTU(POBOH
uH(pOpPMAIHH), TPOTPAMMHBIE CPEICTBA (OTICPAIIMOHHBIE CHCTEMBI, CUCTEMBI YIIPABIICHUS
0a3zaMH JAaHHBIX W T.IL), CPEACTBA 3alIUTHl HH(OPMALMH, TPUMCHIEMBIE B
WH(POPMAIMOHHBIX CHCTEMAX.

MepexBar (uHpopmaumu) - HEMPABOMEPHOE TOIy4YeHHE  HH(POPMAIUH  C
HCTIONTb30BAHMEM TEXHHUYECKOTO CPEACTBA, OCYHIECTBIIIOIMETO OOHAPYKCHHE, MPHEM H
00paboTKy HHPOPMATHBHBIX CUTHAJIOB.

IlepcoHanbHble JaHHbIE - M00ass WHPOPMALUA, OTHOCANIAACA K OTPEACICHHOMY WITH
OTIPENIEIEMOMY HAa OCHOBAHMH TakoW HWHpoOpMammu (uU3HUecCKOMy Iy (CyOBEKTY
MEPCOHANBHBIX JAHHBIX), B TOM YHCJIE €r0 (DaMuIIus, UMsl, OTYECTBO, TOM, MECSI, JaTa U
MECTO POKIEHHUS, aaApPeC, CEMEWHOE, COIMAIbHOE, HWMYIIECTBEHHOE TOJOXKEHHE,
oOpa3zoBanue, mpodeccus, TOXObL, ApyTras HHPOpMAITHs.

IMoGouHble 3IEKTPOMATHUTHBIE W3JIYyYeHHS] W HABOAKH — D3JICKTPOMATHUTHBIE
M3ITyYE€HUS TEXHUYECKUX CPEICTB 0OPAOOTKH 3aIUIIacMON HH(OPMAIIHH, BO3HHUKAIOTIIHE
KaK OOOYHOE SBJICHHUE M BBI3BAHHBIC HIEKTPHYCCKHMHU CHTHAJIAMH, JEUCTBYIOIIHMHU B HX
JNMEKTPHYECKHX W MATHHTHBIX IEMAX, a TaKKe D3JCKTPOMATHHTHBIE HABOJKH STHX
CHT'HAJIOB HA TOKOITPOBOIAIINE JTWHHH, KOHCTPYKIMU M LETTH MTATAHUS.

MonuTHKa «YUCTOr0 CTOJIA» - KOMIDIEKC OPTaHWU3AIHOHHBIX MEPOTPHUITHH,
KOHTPOJIUPYIOIIMX OTCYTCTBHE 3allUCHIBAHHA HA OYMaKHBIE HOCUTENTH KIIOYEH H
aTpuOyTOB AocTyMa (IMAPOJIeH) ¥ XPAHEHHS WX BOH3U 00BEKTOB TOCTYTIA.
Monb3oBaTens WHPOPMALMOHHOI CHCTEMbI MEPCOHAJIBHBIX [JaHHBIX - JHIIO,
y4acTByromiee B QyHKIIHOHUPOBAHUH HH()OPMAIIHOHHOM CHCTEMBI IIEPCOHATBHBIX JAHHBIX
WITH UCTIOJIB3YIOIIEE PE3YNbTATHI €€ (PYHKIIMOHUPOBAHHA.

IIpaBuna pa3rpaHuyeHHsi J0CTYIA - COBOKYITHOCTh PABHIL, PETIAMEHTHPYIOIIHX ITpaBa
JOCTYyTa CYObEKTOB IOCTYIA K 00BEKTaM JTOCTYTIA.



IporpamMHast 3aKj1aaKa - KOJ POTPaMMBI, TTPeTHAMEPEHHO BHECEHHBIH B IPOTPAMMY
C LIETTBI0 OCYIIECTBUTH YTEUKY, H3MEHUTH, OJIOKUPOBATH, YHUUTOKUTH WH(OPMALHIO HITH
VHUUYTOKUTh W MOIU(UIMPOBATH TpOrpaMMHOE oOecrieueHne HWHPOPMATHOHHON
CHUCTEMBI TIEPCOHAIBHBIX TAHHBIX U (WJIH) OJTOKUPOBATH ATMAPATHBIE CPEICTBA.

Iporpammuoe (mporpamMMHoO-MaTeMaTHUYECKOE) BO3JeiicTBUE -
HECAHKLIMOHUPOBAHHOE BO3/ICHCTBHE Ha pecypenl aBTOMATU3UPOBAHHOM
WH(POPMAIMOHHOW CHCTEMBI, OCYHIECTBIISIEMOE C MCIIONB30BAHUEM BPEIOHOCHBIX
MPOrPaMM.

PackpbiTHe mNepCOHANBHBIX AAHHBIX - YMBIIUJICHHOE WM CIIy9alHOE HApYIICHHE
KOH(HICHIIMATBHOCTH TIEPCOHAIBHBIX TAHHBIX.

PacnpocTpaHeHHe mepcoHANbHBIX JAHHBIX - ICHCTBUS, HANPABJICHHBIC HA TIEpPeNady
MIEPCOHAIIBHBIX JTAHHBIX OIMPEIEICHHOMY KPYTY JIHII (TIepeaaya MepCOHATBHBIX JTaHHBIX )
WIIH Ha 03HAKOMJICHHE C TIEPCOHAIPHBIMH JTAHHBIMH HEOTPAHUYEHHOTO KPYyTa JIUI], B TOM
yhcie 0OOHAPOJOBAHHWE TEPCOHATBHBIX JAHHBIX B CPEJACTBAX MAacCOBOM HH(OPMAIUH,
pasMeleHrne B HHPOPMAIIMOHHO - TEJICKOMMYHHUKAIIMOHHBIX CETSIX WIIH MPEI0CTABIICHHUE
JOCTYTA K IEPCOHATBHBIM JAHHBIM KAaKUM-TTHOO HHBIM CTIOCOOOM.

Pecypc wuH(pOpMauUMOHHONW CHUCTEeMbI - WMCHOBAaHHBIM JJIEMEHT CHCTEMHOTO,
MPUKIIQTHOTO WM alMapaTHOTO oOecreueHus (PyHKIMOHUPOBAHUS HH(POPMALMOHHON
CHUCTEMBI.

CneunajibHble KATeropuM TMePCOHANbHBIX [aHHBIX — TIEPCOHAJIBHBIE JAHHBIE,
KaCarolIMeCsd PacoOBOM, HAILMOHAIBPHOW MPUHAMJICKHOCTH, MOJHTUYECKUX B3TJIAIOB,
PENMUTHO3HBIX WK (PUITOCO(CKUX YOSKACHHM, COCTOSHUS 3M0POBbS U HHTUMHOM KU3HH
CyOBEKTa IEPCOHANBHBIX JTAHHBIX.

CpencrBa BbIYMCAUTEIbHON TEXHUKH - COBOKYITHOCTH MPOTPAMMHBIX U TEXHHUYECKHX
3JIEMEHTOB CHCTEM 00pPAOOTKH JAHHBIX, CTIOCOOHBIX ()YHKIIMOHUPOBATH CAMOCTOSTEIIEHO
WITH B COCTaBE IPYTHX CHUCTEM.

CyObexkT pgoctyma (cy0beKT) - JMIOO WIM TPOLECC, JACUCTBUSA  KOTOPOTO
PETITAMEHTHPYIOTCS TIPABUJIAMH PAa3TPAaHUYEHUS TOCTYTIA.

TexHuueckunii KaHaI yTeukd MHPOPMALUM - COBOKYIMHOCTh HOCHUTENS HH(POpPMALN
(cpeacTa 00padoOTKH), PU3UIECKOU CPEIBI PACTIPOCTPAHEHUST HHPOPMATHBHOTO CUTHAJIA
W CPEJCTB, KOTOPBIMH JOOBIBAETCS 3amUIacMas HHpOpMaIus.

TpaHcrpaHuuHasi mepeaaya NePCOHANBbHBIX AAHHBIX — TEPeJava TEPCOHATBHBIX
JAHHBIX orepatopom yepes I ocynapcTBeHHy0 rpanuiy Poccuiickoit @enepanuu oprany
BJIACTH HWHOCTPAHHOTO TOCYJapcTBa, (PU3UYECKOMY WIH IOPUAWYECKOMY  JTHILY
WHOCTPAHHOTO TOCY/IapPCTBA.

¥Yrpo3b1 6€30MacHOCTH MEPCOHAIBbHBIX JaAHHBIX - COBOKYITHOCTh YCIOBHHU U (DaKTOPOB,
CO3JAIONINX OMACHOCTh HECAHKIMOHUPOBAHHOTO, B TOM YHCIIE CITyYalHOTO, JOCTyma K
MEPCOHAIILHBIM TAHHBIM, PE3YIIbTATOM KOTOPOTO MOKET CTATh YHUUTOKEHUE, H3MEHEHHE,
ONMOKMPOBaHME, KOTIMPOBAHUE, PACITPOCTPAHEHUE TIEPCOHAIBHBIX JAHHBIX, 4 TAKIKE HHBIX
HECAHKIIHOHUPOBAHHBIX JEHCTBHHA TPH HX 00padOTKe B HMH()OPMAIMOHHOH CHUCTEME
MEPCOHAIILHBIX TAHHBIX.

YHu4TOXEHHE MePCOHATBHBIX IaHHBIX - IEUCTBHUS, B PE3yJIbTATE KOTOPHIX HEBO3MOKHO
BOCCTAHOBHTH COJIEP’KAHHE TEPCOHANBHBIX JAHHBIX B WH(OPMAIMOHHON CHCTEME
MIEPCOHAIIBHBIX JAHHBIX WM B PE3yJbTaTe KOTOPBIX YHHYTOXKAIOTCS MATEPHAIIBHBIC
HOCHTENIH IEPCOHATBHBIX TAHHBIX.

Yreuka  (3amumiaemoii) uHdpopManuM M0 TEeXHUYECKHUM  KaHajJaM -
HEKOHTPOJIMPYEMOE  PACTIPOCTPaHEHHWE WH(GOPMAIMH OT HOCHTENS 3alIMINAcMON
nHpOopMaIHH Yepe3 PU3HIECKYI0 Cpeay A0 TEXHHUYECKOTO CPEACTBA, OCYIIECTBISIOMIETO
nepexBaT HH(POPMAITHH.



VYsa3BUMOCTb - €1a0OCTh B CPEACTBAX 3AIMUTHI, KOTOPYIO MOMKHO HCTIONIB30BATH JUIA
HAPYIIEHUS CHCTEMBI WJIH COJIEPIKALICHCS B HEH HH(OPMAaUH.

HenocTHocTh MHpOPMALMH - CTTIOCOOHOCTH CPEICTBA BBIYMCIUTEIIFHOW TEXHUKH WITH
ABTOMATHU3UPOBAHHOU CHUCTEMBI 00ECTICUHBATh HEM3MEHHOCTh HH()OPMALIMK B YCIIOBHAX
CIyYalHOTO W/WITH TIPETHAMEPEHHOTO HCKAKEHHA (Pa3pyIeHus).

O06o3Ha4YeHUsT U COKPAaIleHUsT:

ABC - anTUBHUpYCHBIE CpEACTBA

APM - aBroMaTH3HpOBaHHOE pabovee MECTO

BTCC - BcnoMoraTenbHbIE TEXHUYECKUE CPEICTBA U CUCTEMBI
UCTI]Ix - uadopManimoHHasi CUCTEMA MEPCOHATBHBIX JAaHHBIX
K3 - koHTpOmMpyemas 30Ha

JIBC - nokanbHas BBIYMCIUTEIBHAS CEThH

MD - mexceTeBOM SKpaH

HC]I - HecaHKIMOHUPOBAHHBIM JOCTYIT

OC - onepaiuoHHAs CUCTEMA

I1/IH - nepcoOHaBHBIE JAHHBIE

IIMB - nporpaMMHO-MaTeEMaTHYECKOE BO3IEUCTBUE

10O - mporpammHoOe oOecTieueHrE

[IODMHUH - moGo4HbIE 3IEKTPOMATHATHBIE U3TyYEHHUS H HABOIKH
CA3 - cuctema aHanM3a 3a0IMIIEHHOCTH

C3MU - cpeactBa 3amuTsl HHPOpPMALAN

C3I1/H - cuctema (TIoaCHCTEMA) 3AIIUTHI IEPCOHAIBHBIX TAHHBIX
COB - cuctema 00HApYKEHHUS BTOPKEHUH

TKY U - texaHuydeckre KaHAIbI YTEUYKH HH()OPMAITHH

VYBIIIH - yrpo3sl 6€30TIacCHOCTH TTEPCOHATBHBIX TAHHBIX

KJIACCUD®UKAILIUSA HAPYIINUTEJIENA

ITo mpusnaky npunanne:xHoctd Kk MCIIJIH Bce HapymuTenu AEAsATCS HA JABE
TPYIIIIbIL:

- BHCIDHUE HAPYIIUTENH - (PU3WYECKUE JIMIA, HE WMEIOIIME TpaBa TNpPeOBIBAHUSA Ha
TEPPUTOPHH KOHTPOIUPYEMOU 30HBI, B TIPEACIIaX KOTOPOH pasMemiaeTcss 000pyI0BaHHE
NCTIH;

- BHYTPEHHHE HApPYIIWUTENH - (U3WYECKHE JIHMIA, MMEIOIIHE MPaBO TPEOBIBAHUSA Ha
TEPPUTOPHH KOHTPOIMPYEMOU 30HBI, B TIPEACIIaX KOTOPOH pa3MeIaeTcss 000pyI0BaHHE
NCTI/n.

Brenrauit Hapymurens.

B kauectBe BHemrHero HapymmrTenas HHPOPMAIHMOHHOHW  O€30MACHOCTH,
paccMaTpUBACTCS HAPYIIHUTENb, KOTOPBIM HE HMMEET HEMOCPEACTBEHHOTO JOCTYyNa K
TEXHUYECKMM CPEACTBAM M pecypcaM CHCTEMBI, HAXOAANIMMCA B  IpeJaenax
KOHTPOJIUPYEMOM 30HBI.

IIpenmomaraerca, 4TO BHEIIHMM HAPYIIMTENIb HE MOKET BO3JCHCTBOBATH Ha
3aIUIMACMYI0 WH(POPMAIMIO IO TEXHUYECKUM KaHAIAM YTEYKH, TaK Kak OOBEM
uHpopmarmu, XxpanuMou u odpadareiBaemol B MCII/IH, siBnseTCs HEAOCTATOUHBIM ISt
BO3MOXKHOM MOTHBALlMM BHEIIHEIO HAPYIIHUTENS K OCYINECTBICHUIO JCUCTBUH,
HANPABJICHHBIX YTEUKY HH)OPMALIUHU TI0 TEXHUIECKUM KaHAJIaM YTEUKH.

IIpenmomaraercd, 4YTO BHEIIHMM HAPYLIMTENb MOXKET BO3JECHCTBOBAaTh Ha
3aMIUINAEMYI0 HH(OPMALIHIO TOJIBKO BO BPEMS €€ MepeIaduH 1Mo KaHAIaM CBSI3H.
BuyTpeHHHI HApyIIUTEND.



Bo3MOKHOCTH BHYTPEHHETO HAPYIIHUTENA CYIMECTBEHHBIM 00pPa30M 3aBHCAT OT
ACUCTBYIOMIMX B TIPEJNENaX KOHTPOIMPYEMOW 30HBI OTPAHHYHUTENBHBIX (DAKTOPOB, U3
KOTOPBIX OCHOBHBIM SIBJISIETCSl peaju3alys KOMIUIEKCA OpPraHM3alMOHHO-TEXHHYECKHX
MEp, B TOM UYHCJIE€ TI0O TOA0OPY, PAacCCTAHOBKE M OOECIIEUEHUIO BBICOKOH
npo)eCCHOHAIBHON ~ TOATOTOBKHA ~ KAApPOB, [JOMYCKYy (DH3MYECKWX JHMI[ BHYTPh
KOHTPOJIMPYEMOU 30HBI U KOHTPOITIO 32 TOPAIKOM MPOBEACHUSA Pa0OT, HATIPABICHHBIX HA
MPEIOTBPALIEHUE U NIPECEYEHNE HECAHKLIUOHUPOBAHHOTO JIOCTYTIA.

Cucrema pasrpanmyenus noctyna MCII[IH oOecneunBaeT pasrpaHHyeHHE TPaB
MOJTB30BATENEH HA JOCTYI K WH(OPMAITHOHHBIM, TIPOTPAMMHBIM, aTTIAPATHBIM U JPYTHM
pecypcam HCII[lH B COOTBETCTBHHM C TIPHUHATOM TMOJUTHKON WH(POPMAITHOHHOH
oe3omacHocTH. K BHYTpEHHUM HAPYITUTENSM MOTYT OTHOCHTBCS:

- agmuaucTparopel UCITJIH (kareropus 1);

- AAMHUHHUCTPATOPHI KOHKPETHBIX TToacucTeM uiH 6a3 ganuabix UCIH (kateropus 11);

- momp3oBatem UCIIIu (kateropus 111);

- TIOJTB30BATENH, ABIIAIOIIHECS BHEITHUMH 110 OTHOIIEHUIO K KOHKpeTHOW AC (KaTeropus
IV);

- A, 00NIaA0IIIe BO3MOKHOCTHIO TOCTYTIA K CHCTEME TIEPEAaYl JAHHBIX (KaTeTopus
V)i

- COTPYAHUKH Y UPESIKACHHSA, UMEIOIUE CAHKITHOHUPOBAHHBIN JOCTYT B CYKEOHBIX LENAX
B MOMEMICHHA, B KOTOPBIX pasmemarotcs 3nmeMmeHntsl MCII/IH, HO He uMeromue npasa
aocTyma K HuM (kareropus VI);

- OOCIYy)KHMBAalOIIUK TEPCOHAN YupexaeHHs (oXpaHa, PaOOTHUKA HHKXEHEPHO-
TEXHUYECKHX CITyKO | T.1.) (Kareropus VII);

- YIOTHOMOYEHHBIN Tiepconan pazpadoTunkoB UCII/IH, KOTOpHIH HA JOTOBOPHOHM OCHOBE
HWMEET TMPaBO HA TEXHHUYECKOE oOcmyxuBaHue W Moaupukammo komnoneHToB MCIIx
(xateropus VIII).

Ha muno xareropuii 1 w 1l BO3MOKEHBI 3aJa4M MO AJAMUHHCTPUPOBAHUIO
MpOrpaMMHO-anmapaTHeix cpeacts uW 0a3 gamabix MCIJH mos wHTErparmu w
oOecTieYeHHs B3aUMOACHCTBUS PA3IMYHBIX TIOICUCTEM, BXOoasmux B coctas MCII/IH.

AJIMHUHHCTPATOPBI MOTEHLUMATBHO MOTYT peaiu30BbiBaTh yrpo3el Ub, ncnons3ys
BO3MOJKHOCTH TI0 HEMOCPEACTBEHHOMY IOCTYNy K 3alIMIMAacMoud WH(POPMALIHH,
oopabateiBaemort u xpanuMod B MCII/IH, a Tarkke K TEXHHYECKHM W MPOTPAMMHBIM
cpeacram MCIIJIH, BKIrOYas CpeacTBa 3alMTHI, UCTIOb3yeMble B KOHKpeTHBIX AC, B
COOTBETCTBUH C YCTAHOBJICHHBIMH AJI1 HUX aJIMUHUCTPATUBHBIMH MTOJTHOMOYHSAMH.

OTH JmMua XOpoIIO 3HAKOMBI C OCHOBHBIMH aJIFOPUTMAMH, MPOTOKOIAMH,
peanu3yeMbIMU U MCMOJB3YEMBIMU B KOHKpeTHbIX noacuctemax u MCII/IH B nenom, a
TaKKe C MPUMEHAEMBIMH NPUHIUTIAMHA U KOHIETIIHAMHA 0€30MTaCHOCTH.

[Ipenmonaraercs, 9T0 OHH MOTJIH OBl MCIIOJIb30BATh CTAHIAPTHOE OOOPYIOBAHHE
00 UIA WACHTH(HKAIMHA yI3BUMOCTEH, OO ama peamusaimu yrpo3 Wb. JlanHoe
000pyIOBaHHE MOXKET OBITh, KAK YaCTHIO MITATHBIX CPEJCTB, TAK M MOYKET OTHOCUTHCA K
JETKO TONy4aeMoMy (HAmpuMep, NPOTPAMMHOE OOECTICUYEHHE, TOMYyYEHHOE U3
OOMIEOCTYTTHBIX BHEITHUX HCTOYHHUKOB).

Kpome Toro, mnpeamonmaraercs, dYTO 3TH JHIA MOTJIH OBl PacmojiaraTh
CTELIMATH3UPOBAHHBIM 000PYIOBAHHUEM.

K muuam kateropuii [ u Il BBUAY nx uckmouutensHoi pomu B UCII/IH nomkeH
MPUMEHATBCI KOMITIEKC OCOOBIX OPTaHHM3AIMOHHO-PEKUMHBIX MEP IO HX MOA00pY,
NPUHATHAIO Ha pPadOTy, HA3HAYCHHWI0O HA JODKHOCTP M KOHTPOJIO BBHITIOTHEHUSA
(DYHKIIMOHATBHBIX 00S3aHHOCTEH.



[Ipenmonaraercs, uro B yucno i kateropuid | u Il OyayT BKIFOYATBECA TOBKO
JOBEPEHHBIE JIMLA U TNOJTOMY YKA3aHHBIC JIMIA HWCKIIOYAIOTCS W3 YHCIIA BEPOATHBIX
HAPYIIHUTETIEH.

[Ipennonmaraercs, uyro nuua kareropuit III-VIII OTHOCATCA K BEPOATHBIM
HAPYLIHUTEIAM.

IIpenmonaraerca, 4YTO BO3MOMKHOCTH CrOBOpPa BHYTPEHHHX HapyIIHUTEIEH
MaJIOBEPOATHA BBULY IPUHATHIX OPTaHU3ALMOHHBIX U KOHTPOJIUPYIOLIUX MEP.

HNPEJJOXEHUA Ob UMEIOIINXCA Y HAPYIIUTEJAA NTHOOPMAIINN
Ob OBBEKTAX PEAJIN3ALINU YT'PO3

B kadecTBe OCHOBHBIX ypOBHEW 3HaHWH Hapymutenaed 00 AC MOXKHO BBIIEIHUTH
CIENYIOLIHE:

- oOomas wapopmaIHs - HHGOPMAIMH 0 Ha3HAYeHU U oOmmx xapakrepuctukax MCII/IH;
- SKCIUTyaTalMOHHAsA WHpOpMAImA - WHOPMALMS, MOTyYeHHAs W3 SKCIUTYaTallMOHHON
JOKYMEHTALIHUH,

- YyBCTBHTENbHAA WHGOpMAIUs - WHGPOPMAIUA, TOTONHAIOMAS SKCIUTYaTaAlIHOHHYIO
uHpopmarmro 06 UCII/Ix (mampumMep, cBeaeHus u3 nmpoektHou mokyMmenTarun UCIT/H).

B 4acTHOCTH, HAPYIIHUTEb MOKET UMETB!

- gaHHBle 00 OpraHW3alMH pPaOOTHL, CTPYKTYpE H HCHONB3YyEMBIX TEXHUYECKHX,
MPOTPaAaMMHBIX U porpaMMHO-TexHuueckux cpeactsax UCIIH;

- ceemeHus 00 mHpopmammonHbIX pecypcax WCII/IH: mopsaok M mpaBuia CO3TAHMA,
XpaHEHUs | Tiepeaadn HHPOPMALIMH, CTPYKTYpa B CBOMCTBa HH()OPMAMOHHBIX TIOTOKOB;
- maHHBIE 00 VYA3BUMOCTAX, BKIIOYAas JAaHHbIE O HEIOKYMEHTHPOBAHHBIX
(HEeeKITapUPOBAHHBIX ) BO3MOKHOCTAX TEXHUYECKHUX, MPOTrPaMMHBIX u
nporpamMmMmHoTexHuyeckux cpeacts UCIIH;

- JaHHble 0 peanu3oBaHHbIX B [IC3W nmpuHLMMNAX M anropuTMax; - UCXOJHBIE TEKCTHI
nporpamMmmuoro odecmeuenus UCII/IH;

- CBEJCHUA O BO3MOXKHBIX KaHAIaX peaau3alyu yrpos;

- “H(pOPMAITHIO O CITOCO0AX Peanu3auu yrpos.

[Ipennonaraercsa, uro nuua kareropud III u kareropum 1V BIagerOT TOIBKO
SKCIDTYaTAIMOHHON MH(POPMAaIHEH, 9TO 00eCTIEeYHBAETCS OPTAHN3AMOHHBIMH MEPAMH.

[Tpu sToM nuia kateropuu 1V He BIameOT MapobHOH, ayTeHTH(OHIHUPYIOMECH H
Kimo4yeBod uwHpopmarmer, ucnompzyemod B AMC, kK KOTOPpIM OHH HE HMEIOT
CAHKIMOHUPOBAHHOTO TOCTYTIA.

[Ipennomaraercs, 4To AWUA KATErOpud V BIAJCKOT B TOW HIM WHOW YacTH
YyBCTBUTENBHOU H SKCIUTYaTAIIMOHHON HH(POPMAIIHEN O CUCTEME TIepeaaur HHPOpMAIHH
u obmiert uapopmarmei 06 AVC, uconp3yomux 3Ty CUCTEMY Tepeaayd HHPOpMAIHH,
YTO 00ECTIeYMBAETCA OPTaHW3ANMOHHBIMH Mepamu. [Ipu sToM mmma kareropuu V He
BIIQJICFOT MAPOJIbHON M ayTeHTU(UIIUpPYIoieH nHpopmarme, ncronbszyemoi B AUC.

IIpenmomaraerca, 4to nuua kareropud VI m muna xareropuun VII mo yposHIO
3HAHUM HE MPEBOCXOIAT JIULA KATETOPHH V.

[Ipenmonaraercs, urto nmma Kareropum VIII o0namaroT dYyBCTBUTETBHOM
uapopmarmeir 00 MHCII[H wn ¢ynkmmonansao opueHTHpoBaHHBIX AWC, BKIFOUas
nHGOPMAIHIO 00 YA3BUMOCTAX TEXHUYECKHUX M porpaMMHbIX cpeacts UCTI/IH.

OpraHu3alMOHHBIMU MEPAMH MPEATIONATaeTCA UCKITFOUYUTD JOCTYI JIUL] KATETOPUH
VII k texumueckum u mporpamMmHbiM cpeacteam HCII/IH B mMomeHT 00paboTKH C
WCTIONB30BAHUEM 3THX CPEICTB 3aIMUIIaeMO HH)OPMALIHH.

Takum oOpasom, HamOomee wuH(popmupoBaHHbIMH 00 AWMC sABmArOTCS HIA
kateropuu 11 m nuua xareropun VIIIL



Crenenp wH()OPMHUPOBAHHOCTH HAPYIIHMTENS 3aBHCHUT OT MHOTHX (DaKTOpOB,
BKIIIOYasl PEAIM30BaHHBIE B aJIMHUHUCTPALIMM KOHKPETHBIE OPraHU3allMOHHBIE MEPBHI U
KOMTICTEHITHIO HApymuTene. [103ToMy 00BEKTHBHO OIICHHTHh 00hEM 3HAHUH BEPOSITHOTO
HAPYIIUTEIA B OOMIEM CTy4ae MPaKTHIECKHA HEBO3MOMKHO.

B CBA3M C W3MOKEHHBIM, C LENBIO CO3JAHUA ONPEAEICHHOTO 3amaca MPOYHOCTH
MPEANONAaracTcss, 4YTO BEPOATHBIE HAPYIIMTENH OONANal0T BCEeW WH(OpPMAIHEH,
HEOOXOAMMOHM JJIs1 TIOATOTOBKH M PEAlHM3alMK YTPO3, 3a UCKIIOUYEHHEM WH(POPMALIHH,
JOCTYN K KOTOPOH €O CTOPOHBI HAPYLIUTENA HWCKIIOYAETCS CHCTEMOHM 3allUThl
napopmarmn. K Tako  wHQOpPMAIMH, HAmpHMEP, OTHOCHTCS  MAapOJbHASI,
ayTeHTH()UIUPYIOIIAA U KIOUeBas HHPOPMALIHA.

[IpenmonoxkeHus: 00 UMEIONTUXCS Y HAPYIIMTENS CPEICTBAX PEATM3alAN YIPo3
[Ipeanonaraercs, 4To HAPYIIUTETh UMEET:

- anmapatHbie KoMnoHeHTsl C3I1/{n u CO C3I1/H;
- TOCTYITHBIE B CBOOOTHOH MPOIaXKe TEXHUUECKHE CPEJICTBA U IPOTPAMMHOE 00€CTICUeHHE;
- CIIEIMAJTFHO Pa3pa00TaHHBIE TEXHUYECKHE CPEICTBA M MPOTPAMMHOE 00ECTICUEHHE.

BryTpeHHHI HApyIIUTETD MOKET UCTIOIB30BATh MITATHBIE CPEACTBA.

CocTaB UMEIOMIMXCA Y HAPYLIMTENS CPEACTB, KOTOPHIE OH MOXKET HCIONb30BAThH
1 peanu3anuu yrpo3 Mb, a Takke BO3MOKHOCTH MO UX MPUMEHEHHIO 3aBUCAT OT MHOTHX
(akTOpOB, BKIIOYAs pEANM30BaHHBIE HA OOBEKTAX AAMHHHCTPAIMA KOHKPETHBIE
OpPTaHU3AMMOHHBIE MEPHI, (PMHAHCOBBIE BO3MOKHOCTH M KOMIIETCHIIHIO HAPYIIIUTETICH.

[TosToMy OOBEKTHBHO OLEHHTH COCTaB HMMECIOIIUXCA Yy HAPYIIUTENA CPEICTB
pearm3anyy yrpo3 B 00MIeM cydae MPaKTHIECKH HEBO3MOKHO. [loaTomy, ams co3manus
ycrorunBod C3II/lH mpeamomaraerca, YTO BEPOATHBIM HAPYIIUTEIb HUMEET BCE
HEOOXOUMBIE 71 PEATH3AIMH YTPO3 CPEICTBA, BOSMOKHOCTH KOTOPBIX HE TIPEBOCXOIAT
BO3MOKHOCTH AHAJIOTHYHBIX CPEACTB PEATM3ALNN yTPO3 Ha HHPOPMALIHIO, COIEPIKATIYIO
CBEIECHUsSI, COCTABIIAIOIINE TOCYJApCTBEHHYIO TalHY, U TEXHUYECKHE M IMPOrpPaMMHbBIE
cpencTsa, 00padaTeIBAOIIUE 3Ty HHPOPMAIIHIO.

Bwmecte ¢ Tem npeamnonaraeTcs, YTO HAPYIIUTETb HE UMEET:

- CPEACTB MEpPeEXBATa B TEXHUYECKUX KAHANAX YTEUKH;

- CPEeACTB BO3ACUCTBHA Yepe3 CHUTHATbHBIE IenH (MH(POPMALMOHHBIE W YIPABIAIOIINE
uaTepdeticst CBT);

- CPEICTB BO3ACHCTBUS HAa UCTOYHUKU U Y€pe3 LENU MUTAHUS; - CPEJICTB BO3ACHCTBUS
Yyepes LENH 3a3€MIICHUS;

- CPEICTB AKTUBHOTO BO3JEHCTBHA HA TEXHUUECKHE CPEACTBA (CPEACTB OOITyIECHHUS).

[Ipenmonaraercs, 4To HaUOOJIEE COBEPIIEHHBIMU CPEICTBAMH PEATU3ALUHU yTPO3
oOmamaroT muna kareropuu 111 n muma xateropun VIII.

YI'PO3bl YTEYKN UHOOPMALIMH ITO TEXHUYECKUM KAHAJIAM

VYTpo3bI yTEUKH aKyCTHYECKOH (peueBoi) HH(POPMAITHH

BosHuKHOBEHHE YIpO3 YTEUKH AaKyCTHYeCKOM (peuyeBod) uHGOpMAIWH,
CoJepKaIIeCs HEMOCPEACTBEHHO B MpoU3HOCUMOUM peun mojb3osatens WCIIIH, mpu
oopadotke [1/1a 8 UCII/IH, BO3MOXKHO Tpy Hamu4Iuu QPyHKIHH TonocoBoro Beoaa [1/1x B
NUCTIdx nmn pyskumit Bocriponssenenus 11/ akyctnaeckumu cpencrsamu MCIH.

B UCII[n VYupexnenus ¢yHKIMHA TOjg0coBOTO BBOAA I[I[IH wmm QyHKImu
BocnpousBeaeHu [1/1H akyCTHUECKHMMU CPEICTBAMU OTCYTCTBYIOT.
BeposatHOCTE peanu3anuu yrpo3sl - MaIOBEPOSITHA.

YI'PO3bI YTEYKHW BUJTOBOU HHO®OPMAIINH



Peanu3anms yrpo3sl yTeuknu BUIOBOW HH(POPMAIIMHA BO3MOXKHA 33 CUET MPOCMOTPA
WH(OPMAIIMK ¢ TIOMOIIBIO ONTHYECKUX (ONMTHKO-3JIEKTPOHHBIX) CPEJICTB C JKPAHOB
IOUCIIJIEEB M JPYTHX CPEICTB OTOOPAKEHHA CPEACTB BBIYMCIUTEIBHOW TEXHHKH,
WH(POPMAIMOHHO-BBIYHUCITHTENBHBIX KOMIUIEKCOB, TEXHHYECKHX CPEACTB OOpPadOTKH
rpadu4ecKom, BUACO- U OyKBEHHO-1TH(PoBOH nHpopMarmw, Bxoaamux B coctas UCII/H.

B VupexaeHuum BBEIEH KOHTPOJb JAOCTYNa B KOHTPOJIUPYEMYIO 30HY, APM
MOJTB30BATENIEH PACIIOJIOKEHBI TaK, YTO TMPAKTHUYECKHA UCKITFOYECH BU3YAIBHBIM TOCTYN K
MOHHTOPAaM, a HA OKHAX YCTAHOBJICHBI JKATFO3H.

BeposaTHOCTD peanu3aiiui yrpo3sl - MaJTOBEPOATHA.

YI'PO3bl YTEYKN UHO®OPMAILIMHA ITO KAHAJIAM ITOMUH

VYrpossr yreukn uHpopmarmu no kanamy [IOMUH, BO3MOXHBI W3-3a HAIAYHA
MAapa3UTHBIX 3JIEKTPOMArHUTHBIX U3NTydyeHUd y 3nemeHToB MCII/IH.

Yrpo3sl JAHHOTO KJIACCa MAJIOBEPOATHBI, T.K. Pa3’Mep KOHTPOJIHMPYEMOH 30HBI
oompmoi, u 3neMeHTsl MCIIJIH SKpaHUpPYIOTCS HECKOTBPKMMH HECYITUMH CTCHAMH, W
MApPa3UTHBIM CHUTHAT MACKHPYETCS CO MHOMKECTBOM JPYIHX HAapa3sUTHBIX CHIHAJIOB
3reMeHTOB, He Bxoasamux B UCIIIH.

YI'PO3bl HECAHKIIMOHUPOBAHHOI'O TOCTYIIA K
NHOOPMAIINN

Peamuzanus yrpo3 HCJl k wH(popMammu MOKeT MPUBOIUTH K CICIYIOIAM BHIAM
HApPYIIEHUS €€ 0e30MacCHOCTH:
- HAPYIICHUIO KOH(PUACHITHATEHOCTH (KOTTUPOBAaHKE, HETIPABOMEPHOE PACTIPOCTPAHEHHE);
- HAPYIICHUIO LEIOCTHOCTH (YHHUYTOKCHHE, H3MECHEHHE);
- HAPYIEHUIO TOCTYITHOCTH (OIOKHPOBAHUE).

YI'PO3bl YHUUTOKEHUS, XUIEHWA ATIITAPATHBIX CPEACTB UCI1/Tn
HOCHUTEJEN THOOPMALHNU ITYTEM ®OUINYECKOI'O 1OCTYIIA K
IJIEMEHTAM UCIIAx

Kpaxa IT9BM

VYrposza ocymecteasercsa myteM HC/[ BHEIIHUMU U BHYTPEHHUMU HAPYIIUTEISIMU
B MOMEIIEHUS, TA€ pacnofiokeHbl 3neMenTsl MCITJIH.

B Vwupexnenun BBEAEH KOHTPOJIb AOCTYNA B KOHTPOJUPYEMYIO 30HY, ABEPH
3aKpBIBAIOTCA HA 3aMOK.
BeposaTHOCTP peanu3aluu yrpo3bl - MaJIOBEPOSITHA.

Kpaska HocuTeseit uHopmauuu

VYrposa ocymecteaserca myreM HC/[ BHEIIHMMH U BHYTPEHHUMHU HApPYIIUTEISIMU
K HOCUTEIIIM HH()OPMAITHH.

B Vwupexnenun BBEAEH KOHTPOJIb AOCTYNA B KOHTPOJUPYEMYIO 30HY, ABEPH
3aKpBIBAIOTCA HA 3aMOK, BEJIETCS YUET U XPAaHEHUE HOCUTENEH B ceride.
BeposaTHOCTP peanu3aluu yrpo3bl - MaJIOBEPOSITHA.

Kpasxa knroueii u aTrpuGyToB 1ocTyna



VYrposza ocymecteaserca myteM HC/[ BHEIIHUMU U BHYTPEHHUMU HAPYIIUTEISIMU
B TIOMEMICHHUS, TJI€ IPOUCXOTUT paboTa TMOTb30BATENCH.

B Vwupexnenun BBEJEH KOHTPOJIb AOCTYNA B KOHTPOJUPYEMYIO 30HY, ABEPH
3aKpBIBAIOTCA HAa 3aMOK, OPTAHW30BAHO XpaHEHHUE KIOUeH B celide W BBEACHA MOMUTHKA
«YHUCTOTO CTONAY.

BeposatHOCTE peanu3anuu yrpo3sl - MaIOBEPOSITHA.

Kpazxu, Mmogudukauumn, yHu4ToKeHus UH(popmMauumn

VYrposza ocymecteaserca myteM HC/[ BHEIIHUMU U BHYTPEHHUMU HAPYIIUTEISIMU
B TIOMEMICHUs, rae pacnonoxeHbl 3aeMeHTel UCII/IH u cpeacTBa 3almuThl, a TaK KE
MPOUCXOTUT padOTa MOTH30BATEIICH.

B Vwupexnenun BBEJEH KOHTPOJIb AOCTYNA B KOHTPOJUPYEMYIO 30HY, JIBEPH
3aKPBIBAKOTCA HA 3aMOK.
BeposTHOCTh peanusanuu yrpo3sl - MAJIOBEPOATHA.

BoiBoa u3 cTpos y3iaos [IIBM, kaHa/oB cBsi31

VYrposza ocymecteasercsa myteM HCJ[ BHEIIHUMH U BHYTPEHHUMHU HApPYIIUTEIIMU
B MOMEIIEHHUA, I1ie pacnonokeHsl 3eMeHTsl UCIT/IH 1 mpoXoaaT KaHabl CBA3H.

B Vwupexnenun BBEAEH KOHTPOJIb AOCTYNAa B KOHTPOJUPYEMYIO 30HY, IBEPH
3aKPBIBAIOTCA HA 3aMOK. BEpoATHOCTD peanmm3aiu yrpo3sl - MaIOBEPOSITHA.

HecaHKHI/IOHI/IpOBaHHOe OTKJIHYCHHE CPCACTB 3allUTbI

VYrposza ocymecteaserca myteM HC/[ BHEIIHUMU U BHYTPEHHUMU HAPYIIUTEIIMU
B MOMEIIEHUS, T/IE pacmnookeHbl cpeacTsa 3amuTsl MCII/IH.

B Vwupexnenun BBEJEH KOHTPOJIb AOCTYNA B KOHTPOJUPYEMYIO 30HY, ABEPH
3aKpBIBAIOTCA HA 3aMOK, onb3oBaTen UCITJ[a nmpourcTpyKTHpOBaHKI 0 padote ¢ [1/{H.
BeposatHOCTE peanu3anuu yrpo3sl - MaJIOBEPOSITHA.

YI'PO3BI XUIIEHN S, HECAHKIIMOHUPOBAHHOI MOTU®UKALINUA
WJIN BJIOKUPOBAHUS MHOOPMAIIMM 3A CUET
HECAHKIIMOHUPOBAHHOTO TOCTYTIA (HCJI) C MIPUMEHEHUEM
MPOTPAMMHO-ATITIAPATHBIX M IPOTPAMMHBIX CPEJICTB (B
TOMYMCJIE TIPOT PAMMHO-MATEMATHYECKUX BO3JAENCTBUIN)

JeicTBHSI BPeIOHOCHBIX MPOrpaMM (BHPYCOB)

IIporpaMMHO-MaTEMATHYECKOE BO3JECUCTBHE - 3TO BO3JACHCTBHE C IOMOIIBIO
BPEJOHOCHBIX Mporpamm. [IporpaMMoii ¢ IOTEHIMATEHO OMTACHBIMU TOCIEACTBUSIMHE HITH
BPEIOHOCHOW TIPOTPAMMOHM (BHPYCOM) HA3bIBAIOT HEKOTOPYID CAMOCTOATEIBHYIO
nporpammy (HaOOp HMHCTPYKUMH), KOTOpas CIOCOOHA BBIOJHATH JFO00E HEMYyCTOE
TTOIMHOKECTBO CJICTYIOTIUX (PYHKITHIA:

- CKpBIBaTh MPHU3HAKH CBOETO MPHUCYTCTBHUS B MPOrPAMMHOM Cpeie KOMIBIOTEPA;

- 00/magaTh CrIOCOOHOCTRIO K CaMOAYONUPOBAHHUIO, ACCOIMHUPOBAHHMIO CEOS C IPYTHMHU
MpOrpaMMaMH U (WJIH) TIEPEHOCY CBOMX ()ParMeHTOB B WHBIE 00JIACTH OTIEPATHBHOM WITH
BHEITHEW TMAMATH; - Pa3pymars (MCKaXaTh MPOU3BOIBHBIM 00pa3oM) KOJ NPOTpamMM B
ONIEPATUBHOUN NAMATH;



- BBINOJHATH 0€3 WHHUIMHPOBAHUSA CO CTOPOHBI TOIB30BATENS (IIOJTB30BATENHCKON
NporpaMMbl B INTATHOM PEKHME €€ BBINOJMHEHHSA) JECTPYKTHBHBIE (DYHKIMH
(KOTIMPOBAHUS, YHUYTOKEHHUS, OTOKHPOBAHUSA U T.11.),

- COXpaHATH (PparMeHTHl HHPOPMALIUK U3 OTIEPATUBHOW MAMITH B HEKOTOPBIX 00IACTAX
BHEIITHEW TTAMATH TIPAMOTO TOCTYTIA (JJOKATBHBIX WK YIAIEHHBIX );

- HCKa)KaTh MPOU3BOJIBHBIM 00Pa30M, OJIOKUPOBATH M (WITH) TIOJMEHATh BBIBOAMMBIH BO
BHEITHIOID TIAMATh WM B KaHAI CBiI3M MAacCuWB WH(poOpManuu, 0O0pa3OBaBINHUKCT B
pe3yibTaTte padOThl MPUKIIATHBIX POTPAMM, HITH YK€ HAXOSIIHECS BO BHEITHEH MAMATH
MaCCHBBI TAHHBIX.

B Yupexnenuu Ha Bcex 3nementax UCII/{H ycTaHOBIIEHA aHTHUBUpPYCHAS 3allUTA,
BBEJCHA TOJIMTHKA OTPAHMYCHHOTO HWCIOJB30BAHUA NPOTPAMM,  TIOJIb30BATEIH
MPOUHCTPYKTHPOBAHBI O MEPaX MPEIOTBPAIICHHUS BUPYCHOTO 3apaKCHHS.

BeposaTHOCTD peanu3aiiu yrpo3sl - HA3KA.

HenexnapupoBanHblie Bo3Mo:kHOCTH cucTeMHOro IO u IO anst 06paboTku
MePCOHAIbHBIX JAHHBIX

HenexnapupoBaHHbie BO3MOKHOCTH - (DYHKITHOHATBHBIE BO3MOXKHOCTH CPEACTB
BBIYHCITUTEIFHOW TEXHHWKH, HE OTMHCAHHBIC WM HE COOTBETCTBYIOIMUE OTMHCAHHBIM B
JOKYMEHTAIIHH, MPU  WCIOJb30BAHUH KOTOPBIX  BO3MOXKHO HapyIICHUE
KOH(UIECHITHATHHOCTH, JTOCTYITHOCTH HITH TIEJIOCTHOCTH 00padaThiBacMOM HH(DOPMAITHH.

B Vupexnmennu HeTr mporpaMMHOTO — OOECTIEYECHHSA, Pa3padaTHIBAEMOTO
COOCTBEHHBIMH Pa3padOTYHKAMH/CTOPOHHUMH CIICIIHATUCTAMH.

BeposiTHOCTP peanmuzaiuu yrpo3bl - MaJIOBEPOSITHA.

YcranoBka I1O He CBSI3aHHOIO € HCMOJTHEHHEM CITyKeOHbIX 00sI3aHHOCTe

Yrpo3a OCyIECTBIAETCS TyTeM HECAHKIHMOHMPOBAHHOW ycTaHOBkH [1O
BHYTPEHHHUM HAPYIIATEIISAM, YTO MOKET MPUBECTH K HAPYIICHUIO KOH(PUICHIIMATEHOCTH,
HETOCTHOCTH U JocTynmHOCTH Becer MCII/IH unu ee 351eMEHTOB.

B VYupexxneHuu BBEAEHO pa3rpaHUUYEHUE MPaBaMU IMOJIb30BATENEH HA YCTAHOBKY
[IO u ocymecTBaseTCs KOHTPOJb, MOJB30BATENN MPOMHCTPYKTUPOBAHBI O MOJUTHKE
yctaHoBku [10.

BeposTHOCTP peanu3aluu yrpo3bl - MaJIOBEPOSITHA.

YI'PO3bI HE NIPEJAHAMEPEHHBIX JIEMICTBUH MOJIB3OBATEJIEN U
HAPYIIEHU BE3ONMACHOCTHU ® YHKIIMOHUPOBAHUSA UCIIn U
C3I1/I1 B EE COCTABE U3-3A CBOE B IPOTPAMMHOM OBECIIEYEHUM,
A TAK)KE OT YI'PO3 HE AHTPOIIOT'EHHOT'O (CBOEB AIIITAPATYPBI 13-
3A HEHAJIE)KHOCTH YJIEMEHTOB,CEOEB DJIEKTPOIIUTAHUS) U
CTUXUHHOTI'O (YJIAPOB MOJIHUH, TIO)KAPOB, HABOJJHEHUI 1 T.I1.)
XAPAKTEPA

YTpara karoueii u atpudyToB J0CTYNA

VYrpo3a ocymecTBmAeTCS 33 CYET JACHCTBHA  YeNOBEUECKOTo  (pakropa
nonb3oBarenied MCIIJ{H, koTopble HAPYIIAIOT MOJIOKEHUS MAPOIHBHON MOJIMTUKE B YACTH
WX CO3JaHMA (CO3MAOT JIETKHE WIIH ITyCTHIE MAPOJIH, HE MEHAIOT MAPOIH M0 UCTCUCHHUH
CpOKa WX >KM3HH WA KOMITPOMETAIIMHM W T.II.) W XPaHEHHs (3aIUCHIBAIOT MApOJIA HA



OyMaXHbIE HOCHTEH, TIEPEJAIOT KIIOYM AOCTYNMa TPEThUM JIMOAM M T.OL.) WO HE
OCBEIOMJICHBI O HUX.

B Vupexxnennn BBeZeHA TAPOIbHAS TTOIMTHKA, TIPETyCMATPHUBAIOIIIAS TPEOYEMYIO
CJIIOKHOCTD NApOJIi U NMEPHOJUYECKYIO €r0 CMEHY, BBEJCHA MOJIUTHKA «YUCTOTO CTONAY,
OCYIIECTBIIETCA KOHTPOJIb 34 UX BBIMOJHEHHUEM, ITOJIB30BATEIN IPOUHCTPYKTHPOBAHBI O
MAPOJIBHOU MTOJIMTHKE H O IEUCTBUAX B CITy4asX yTPAaThl HIIM KOMIIPOMETALMU MMAPOJICH.
BeposaTHOCTE peanu3anuu yrpo3sl - HA3KAs.

HenpennamepenHasi Moaupukanus (YHUUTOKeHUe) MHGopMauuu
CoTpyaHukamu

VYrpo3a ocymecTBmAeTCS 33 CYET JACHCTBHA  YelIOBEUeCKOoro  (pakropa
nonb3oBatenedl UCII/H, KoTopble HAPYHIAOT MOMOKEHHUA MPUHATHIX MPABUI PAOOTHI C
UCII/Ia unu HE 0CBETOMIIEHBI O HHX.

B Yupexxnennn ocymecTsiseTcs pesepBHOe KonupoBanue o0padaTteiBaeMbix [1/1H,
MOJTb30BATENN MPOMHCTPYKTUPOBaHbI 0 padote ¢ UCII/IH.

BeposaTHOCTP peanu3aluu yrpo3bl - MaJIOBEPOSITHA.

HenpennamepeHHoe 0TK/IHYEHUE CPEICTB 3aLIUTbI

VYrpo3a ocymecTBIAETCS 32 CYET JACHCTBHA  YENOBEUECKOTO  (pakropa
nonp3oBatenedl UCII/H, KoTopble HAPYHIAOT MOMOKEHHUA MPUHATHIX MPABUIT PabOTHI C
UCTI/IH u cpencTBamMu 3aIUTHI UK HE OCBEIOMIIEHBI O HUX.

B Vwupexnenun BBEAEH KOHTPOJIb AOCTYNAa B KOHTPOJUPYEMYIO 30HY, IBEPH
3aKpBIBAIOTCA Ha 3aMOK, OCYLIECTBIIAECTCA pa3rpaHUYEHUE JOCTyNa K HacTpolkam
PEKHUMOB CPEJICTB 3aLIUTHI, TTOJIb30BATEIH MTPOUHCTPYKTHPOBaHbI 0 padote ¢ UCII/H.
BeposaTHOCTP peanu3aluu yrpo3bl - MaJIOBEPOSITHA.

Bbixoa u3 cTposi annapaTHO-NMPOrPpaMMHbBIX CPeACTB

VYrpo3a ocymecTBAsSETCS BCAEACTBHE HECOBEPLIEHCTBA aNMapaTHO-MPOrPaAMMHBIX
CPEICTB, U3-32 KOTOPBIX MOKET MMPOUCXOJUTh HAPYLIEHUE LIEIOCTHOCTH U JAOCTYIMHOCTH
3aIuIaeMon HH(pOPMAITHH.

B YupexkaeHnuu ocyiiecTBIET pe3epBUpoBaHue KitoueBbIx 3emeHToB MCII/IH.
BeposTHOCTP peanu3aluu yrpo3bl - MaJIOBEPOSITHA.

C06o0ii cucTeMbl 3/1eKTPOCHAGKEHU ST

Yrposa OCYILECTBIIACTCS BCJIC/ICTBHE HECOBEPUIECHCTBA CHCTEMBI
SJICKTPOCHAOKEHUSA, H3-32 YEr0 MOXKET MPOUCXOIUTh HAPYIMIEHHUE IIETIOCTHOCTH |
JOCTYIMTHOCTH 3aIUIIIAeMON HH(OPMAIIHH.

B Vupexaenuu ko Bcem kmoueBbiM 3aemMenTaM UCI/IH moakmoUYeHbl HCTOYHUKH
OecriepeOOMHOTO TUTAHUS W/ OCYIIECTBIIIET PE3EPBHOE KOMMMPOBAHUE HH(POPMALIHH.
BeposaTHOCTh peanu3anuu yrpo3sl - MaJIOBEPOSITHA.

CruxuitHoe GeacTeue

Yrpo3a  OCyIIECTBISACTCA  BCICACTBHE  HECOOMIOACHHMA  MEp  TNOMKapHOH
0€30MMacHOCTH.



B  Vwupexnaenun ycTaHOBJCHA TIOKApHAasd CHUTHAM3ALUA, TMOJb30BaTENH
MPOUHCTPYKTHUPOBAHBI O ICHUCTBUAX B CTy4ae BOSHUKHOBEHUS BHEIITATHBIX CUTYALUH.
BeposaTHOCTP peanu3aluu yrpo3bl - MaJIOBEPOSITHA.

YI'PO3bI IIPEAHAMEPEHHBIX I[EFIQTBHFI BHYTPEHHUX
HAPYHIUTEJIEN

JHoctyn K ungopmauumn, Moaudpukanys, yHU4TOKeHUE JIMLAMU, He
JA0MYLLIEHHBIMHU K ee 00padoTKe

Yrposa ocymiectBasierca myreM HCJ[ BHEIIHUX HapyIIUTENEeH B IOMELICHUS, T/E
pacnionoxkenbl 3nmemeHTsl UCII/IH W cpencTBa 3amuThl, a TakkKe MPOUCXOAUT padoTa
MOJIB30BATENIECH.

B Vwupexnenun BBEJEH KOHTPOJIb AOCTYNA B KOHTPOJUPYEMYIO 30HY, JIBEPH
3aKPBIBAIOTCA HA 3aMOK.

BeposatHOCTE peanu3anuu yrpo3sl - MaIOBEPOSITHA.

Pasrnamenue ungpopmaunu, moaupukauusi, yHUITOKEHUE COTPYAHUKAMU
JA0MY1LLEHHBIMHU K ee 00padoTke

VYrpo3a oCymecTBISETCS 3a CYET JCHCTBHA  YENOBEYECKOTO  (pakTopa
nonb3oBareneli  WCII[IH, KoTOpple HapywmiarOT TMOJOKEHUS O HepasIIalleHUuU
oOpabaTeiBaeMoOi HH(OPMALIMH WK HE OCBEJOMIICHBI O HHUX.

B YupexaeHnn monp30BaTeay 0CBEJOMIICHBI O IOPSAKE Pa0OTHI C IEPCOHATBHBIMH
JAHHBIMH, a Takke noamucanu Coriaacue 0 HEpasIIalleHUN.

BeposaTHOCTB peanu3alu yrpo3sl - MaJOBEPOATHA.

prOBbI HCCAHKIHHOHHPOBAHHOTI0 A0CTYMNA 10 KAHAJaM CBA3HU

Hna UCII[JH MOXHO paccMaTpuBaTh CIEAYIOIIUE YTPO3bl, pPEaM3yeMbie C
HCTOJIb30BAHUEM MPOTOKOJIOB MEKCETEBOTO B3aUMOACHCTBHS:
- YIPO3bl CKAHUPOBAHMSI, HAITPABJICHHBIC HA BBISBIICHUE THIIA WX TUIOB HCIOJIb3YEMBIX
OTIEPAITHOHHBIX CHCTEM, CETEBBIX aapecoB padoumx craniui MCII/H, Tomomornn cetw,
OTKPBITHIX TIOPTOB H CYKO, OTKPBITHIX COSTUHEHHM U JP.;
- YTPO3bI BBIBJIEHHA MAPOJIEH MO CETH; - YTPO3bl HABSI3BIBAHUE JIOKHOTO MapIIPyTa CETH;
- YTPO3bI OAMEHBI JOBEPEHHOTO OOBEKTA B CETH;
- YIpo3bI BHEAPEHUS NOKHOTO 00bekTa Kak B MCIIJIH, Tak 1 BO BHEITHUX CETAX;
- yrpo3sl Trmna «OTKa3 B 00CITyKUBAHUNY,
- YTPO3bI YAANEHHOTO 3aIyCKa MPHIOKEHHM;
- YIPO3bl BHEAPECHUS MO CETH BPEAOHOCHBIX MTPOTPAMM.

Yrpo3a «CKAHUPOBAHHUE CETH

CymHoCTp mpoliecca peaju3aldyd yYIpo3bl 3aKIIIOYAETCs B IEpeJade 3ampocoB
ceteBbiM ciyx0am xoctoB MCIIJ[H u anamuse oTBeTOB OT HHMX. llemb — BBIABIIEHHE
WCTIONB3YEMBIX ~ TPOTOKOJOB, JOCTYIHBIX TOPTOB CETEBBIX CIY)KO, 3aKOHOB
dbopMupoBaHUS UACHTHPUKATOPOB COCAUHECHHM, OIPEICICHHE AKTHBHBIX CETEBBIX
CEPBUCOB, TTOI00P UACHTU(PUKATOPOB U TIAPOJICH MOTH30BATENECH.
BeposaTHOCTP peanu3aluu yrpo3bl - MaJIOBEPOSITHA.
Yrpo3a BeISBICHUS MApOJeH



Henmp peanusaumu yrpo3sl coctouT B momyuennn HCJ[ mytem mnpeomoneHus
TAPOJIBHOM 3aIIMTHL. 37I0YMBIIIIEHHAK MOKET PEATM30BBIBATH YTPO3Y C TIOMOIIBIO IIETIOTO
psia METOAOB, TAKHX KaK MPOCTOH mepedop, mepedop ¢ MCIIONb30BAHUEM CTIEIHATBHBIX
CIIOBapeH, YCTAaHOBKA BPEIOHOCHOW MPOTPAMMBI I TIEPEXBATa TApOJA, ITOJMEHA
nosepeHHOTO 00BeKTa ceTH (IP-spoofing) u mepexsar makeros (sniffing). B ocHoBHOM 1151
pearM3aiyy  Yrpo3bl HCTIONB3YIOTCS CIHEIHANBHBIE TPOTPAMMBI, KOTOPBIE TBITAIOTCA
MOTYYUTh JOCTYTI XOCTY MyTEM MOCIEI0BATENFHOTO Mo100pa mapojiel. B cinyyae ycmexa,
3TOYMBIIIIEHHUK MOKET CO3JIaTh U CeOs «IIPOX0a» I OYAYIIETO AOCTYIA, KOTOPBIHA
OyeT AeWCTBOBATH, JAXKE €CITH HA XOCTE U3MEHHUTH MAPOJIh JOCTYTIA.

BeposaTHOCTD peanu3aiiui yrpo3sl - MaJTOBEPOATHA.

VYTpo3bl HaBA3BIBAHUE JIOKHOTO MAPIIPyTa CETH

JlaHHAas yrpo3a peamu3yeTcs OJHUM U3 JBYX CIIOCOOOB: ITyTEM BHYTPHCETMEHTHOTO
WIIH MEKCETMEHTHOTO HaBA3bIBaHHA. BO3MOKHOCTP HABA3BIBAHUA JIO)KHOTO MAapIIpyTa
00yCTIOBNIEHAa HETOCTATKAMH, TPUCYIIUMH aTTOPHTMAM MapIIPYTH3AIHH (B YACTHOCTH U3-
3a MPOOIEeMbl UAECHTH(DUKAIIUN CETEBBIX YIPABIMIIOMMUX YCTPOUCTB), B PE3YIIBTATE YETO
MO’KHO TIOTIACTh, HATIPUMEP, HA XOCT WM B CETh 3JIOYMBIIIJICHHUKA, TJ€ MOXKHO BOWUTH B
OTIEPALIMOHHYIO cpeay TexHudeckoro cpeactsa B coctaBe MCII/IH. Peanuzaiuu yrpo3bt
OCHOBBIBAETCS HA HECAHKITHOHUPOBAHHOM HCIIONB30BAHUHU MPOTOKOJIOB MAPIIPYTH3ALAN
(RIP, OSPF, LSP) u ynpasnenns ceteto (ICMP, SNMP) nns BHeceHUs] U3MEHEHUH B
MapIIpyTHO-aIpecHble Ta0muip!. [Ipr 3TOM HapyIUTENFO0 HEOOXO0AUMO TTOCTIATh OT HIMEHH
CETEBOTO YNPABIIAIOMIETO YCTPOWCTBA (HAMPUMEP, MAapIIPYyTH3ATOPA) YIPABIIIONIEE
COOOIIEHHE.
BeposaTHOCTD peanu3aiiuu yrpo3sl - MaJTOBEPOATHA.

YTpo3bI TOAMEHBI JOBEPEHHOTO OOBEKTA

Takas yrpo3za 3¢ exTuBHO peannu3yeTcss B CHCTEMAX, B KOTOPHIX NMPUMEHSIOTCS
HECTOWKHE aJTOPUTMBI HACHTU(PHKALIMKA W ayTCHTU(HKALMHA XOCTOB, MOJB30BATEICH U
T.1. [lox moBepeHHBIM OOBEKTOM TOHHMAETCA OOBEKT CeTH (KOMIBIOTEP, MEKCETEBOH
9KpaH, MapmIPpyTHU3aTOp W T.II.), JIETANBHO TOJKIIOYEHHBIH K cepBepy. MoryT OBITH
BBIJIEJICHBI JBE PAa3HOBHOHOCTH TPOIECCA pPEalM3ali YKa3aHHOHW YIPO3BL C
YCTAaHOBJICHHEM M 0€3 YCTAHOBIIEHUS BUPTYAIbHOTO COETHHEHUS.

[Ipoiecc peanms3aiyi ¢ YCTaHOBIIEHHEM BHPTYAJIBHOTO COEIWHEHHS COCTOUT B
MPUCBOCHHH TTPAB JOBEPEHHOTO CYOBEKTA B3AUMOACHCTBHSA, UTO TO3BOJIAECT HAPYIITUTEITIO
BECTH C€aHC PadOTHI ¢ OOBEKTOM CETH OT MMEHH JOBEPEHHOTO CyOBekTa. Peammsanms
VIPO3Bl JTaHHOTO THUNA TPeOyeT TPEOJOJNIEHHUS CHCTEMBI HIACHTHQHKAIMHA |
ayreHTH()HKaIMH cooOmeHuH (Hanpumep, ataka rsh-ciry:x0sr UNIX-xocTa).

[Iponiecc peanmsarmm yrpo3sl 0€3 YCTAHOBIEHHS BHPTYAIBHOTO COETHMHECHUSA
MOJKET HMMETh MECTO B CETAX, OCYHICCTBIIIONINX HIACHTUPHUKALMIO TIEPEeTaBaEMbIX
COOOIIEHUH TOJBKO TIO CETeBOMY aapecy ornpaButrensa. CyIIHOCTh 3aKITIOYAETCS B
nepeaade CIyKeOHBIX COOOHMIEHWH OT HWMEHH CETEBBIX YIPABIAIOMHUX YCTPOWCTB
(HamrpuMep, OT IMEHH MapIIPyTH3aTOPOB) 00 H3MEHEHWH MAPIIPYTHO-aPECHBIX JTAHHBIX.
B pesynmpraTe peanuzanuu yrpo3sl HAPYIIATENb TOTYYAET MPABA TOCTYTA K TEXHUYECKOMY
cpeactBy UCII/IH - nienau yrpos.

BeposaTHOCTD peanu3aiiui yrpo3sl - MaJTOBEPOATHA.

Breapenue m0oKHOTO 00BEKTA CETH

OTa yrpo3a OCHOBaHA HA HMCIOJIB30BAHUH HEAOCTATKOB AITOPUTMOB yIAIICHHOTO
noucka. B ciryuae eciim 00bEKTHI CETH H3HAYATBHO HE HMEIOT aIPeCHOW HH(OPMALIHH APYT
0 JIpyre, UCMONB3YIOTCSA Pa3IMYHbIE MMPOTOKOJIBI YAAICHHOTO ToucKa (Hampumep, SAP B



cesix Novell NetWare; ARP, DNS, WINS B cetax co crekom mpotokojos TCP/IP),
3aKITFOYAOIMECS B TIEpeJade MO CETH CIEHHAIBHBIX 3alPOCOB M TONyYEHHWH HAa HUX
OTBETOB ¢ WCKOMOHM mH(popmammed. [Ipu 3TOM CcymecTByeT BO3MOMKHOCTBH TIEpPEXBaTa
HAPYIIUTEIIEM TTOUCKOBOTO 3alpOCa M BBIJAYH HA HETO JIOXKHOTO OTBETA, UCTIOH30BAHHE
KOTOPOTO TPHUBEAET K TPEeOyeMOMY HW3MEHEHHIO MapIIPyTHO-aAPECHBIX MAaHHBIX. B
TaTbHEHUINEM BECh MOTOK WH(OPMAINH, aCCOLMUPOBAHHBIN C 00BEKTOM-KEPTBOH, OyaeT
MPOXO/HUTD YEPE3 JIOKHBIH OOBEKT CETH.

BeposaTHOCTD peanu3aiiui yrpo3sl - MaJTOBEPOATHA.

VYrpossr Tuna «OTKa3 B 00CITyKHBAHUN

OTH yTPO3BI OCHOBAHBI HA HETOCTATKAX CETEBOTO MPOTPAMMHOTO 00ECTICYEHHS, ET0
VA3BHMOCTAX, MO3BOJIIIOIIAX HAPYIIUTEIIO CO3/1aBaTh YCIIOBHUSA, KOT/A OTEPAMOHHAS
CHCTEMA OKa3bIBAETCS HE B COCTOSTHUM 00padaThIBaTh MOCTYIAOIINE TTAKETHI.

MoryT OBITh BBIAEIIEHBI HECKOJIBKO PA3HOBUAHOCTEH TAKHUX YTPO3:

- CKPBITBIM OTKAa3 B 0OCITYy>KHBAaHUH, BHI3BAHHBIN MpUBIcueHHEM yacT pecypcos UCII/Ix
Ha 00pa0OTKY MAKETOB, MEPEAABAEMBIX 3JI0YMBIIIICHHUKOM CO CHIKEHHEM TPOITYCKHOM
CIIOCOOHOCTH KAHAJIOB CBSI3H, NMPOM3BOJUTEIBHOCTH CETEBBIX YCTPOWUCTB, HAPYHICHHEM
TpeOOBaHUH K BpEMEHH 00PaOOTKH 3ampocoB. [IpuMepamu peamuzaimu yrpo3 mogo0HOTO
POJa MOTYT CIYKHTh: HAIPABJICHHBIM MTOPM 3X03arpocos 1o mpotokony ICMP (Ping
flooding), mrropm 3anpocos Ha ycTaHoBieHue TCP-coemunenwuii (S YN-flooding), mropm
3ampocos k FTP cepsepy;

- ABHBIM OTKa3 B OOCIY)KWBAHUH, BBI3BaHHBIM ucyepnanueMm pecypco WMCII[H npu
00pabOTKe TAKETOB, TEPEJABACMBIX 3JIOYMBIIUICHHUKOM (3aHATHE BCEH TMOJIOCHI
MPOTYCKAHUS KAHAJIOB CBSA3H, TIEPENIOTHEHHE OUepeaeH 3aIpOCOB Ha 0OCTYKHUBAHHE ), TIPH
KOTOPOM JIETAJTbHBIE 3AMIPOCHI HE MOTYT OBITh TIEPETAHBI YEPE3 CETh M3-3a HEJOCTYITHOCTH
Cpezpl Iepeaadn, TM00 MOMYYAr0T 0TKA3 B 00CTYKUBAHUH BBHUIY IEPETIOTHEHUSA OUepeIeH
3aMpocoB, IHUCKOBOTO MPOCTPAHCTBA MaMATH W T.A. llpuMmepamMu yrpo3 JaHHOTO THIA
MOTYT CIYyXKHTh WTOpPM  mmpokoemarenbHbix [CMPaxo-3ampocos  (Smurf),
HanpasneHab mTopM (S YN-flooding), mropm cooOmieHnii mouTOoBOMY cepBepy (Spam);
- SIBHBIA OTKa3 B 0OCITYKUBAHHUH, BBI3BAHHBIM HAPYIIEHHUEM JIOTHIECKOH CBA3HOCTH MEKIY
texHuyeckuMm cpeacteamu  WCIIJIH npu mnepenade HapyIIUTENIEM YIIPABISIOIINX
COOOMIEHUH OT MMEHH CETEBBIX YCTPOWMCTB, MPUBOIIMIMX K W3MEHEHHIO MAapIIPyTHO-
aapecusix nmaHHbIX (Hampumep, ICMP Redirect Host, DNS-flooding) wmm
WICHTU(UKAMUOHHON W ayTeHTH(QHUKAIMOHHOW WH(OpMAIMK, - SIBHBIH OTKa3 B
0OCITy’)KHBaHWH, BBI3BAHHBIN MEPEIAYEH 37I0YMBINIICHHUKOM TTAKETOB C HECTAHIAP THBIMH
atpuOyramu (yrpossl tuma "Land", "TearDrop", "Bonk", "Nuke", "UDP-bomb") wumu
WMEIOIIHNX JJIMHY, TPEBBIIIAIONYI0 MAKCHMAJIbHO JOMYCTHMBIA pasMep (yrpos3a THMa
"Ping Death"), uro MOXeT mpuBecTH K COOIO CETEBBIX YCTPOWCTB, YYACTBYIOIIUX B
00paboTKe 3ampocoB, MPH YCIOBHH HAIWYHMA OIMHOOK B TPOTPAMMAX, PEATU3YIOLIHX
MPOTOKOJIBI CETEBOTO OOMEHA.

PesympraToM peanu3anMu  JAHHOW  YIpO3bl  MOXET CTaTh HAPYIICHHE
PaboTOCTIOCOOHOCTH COOTBETCTBYIOIEH CITY:KOBI MPEAOCTABIICHUS YAAICHHOTO TOCTYyTA K
I[IJa 8 HCII[IH, mepemaua ¢ OJHOTO aapeca TaKOrO KOJUYECTBA 3alpoCOB Ha
MOJKITFOYCHHE K TeXHW4YecKoMy cpeactBy B coctaBe WCII/IH, kKoTOpOoEe MaKCHMAabHO
MOJKET «BMECTHUTH» TpadHK (HATPABIECHHBIN «IITOPM 3alPOCOBY), YTO BIIEYET 32 COOOM
MIEPETIOTHEHUE OYEPETU 3ampocOB M OTKAa3 OJHOM W3 CETEBBIX CIYKO WM TIONHAS
octaHoBka VCIIJIH H3-32 HEBO3MOXKHOCTU CUCTEMBI 3aHUMAThCS HUYEM APYTHM, KPOME
00pabOTKH 3ampoCcoOB.

BeposaTHOCTD peanmu3aiiu yrpo3sl - MaJTOBEPOATHA.



VYTpo3sl yIANEHHOTO 3aITyCKa TIPHIOKEHHH

Yrposa 3akmouaeTcs B cTpemiyieHHH 3amycTuth Ha xocte MCIIJIH pasnudunbie
MPEIBAPUTEIFHO BHEIPEHHBIE BPEIOHOCHBIE TPOTPAMMBL.  TPOTPAMMBI-3aKIAIKH,
BUPYCBI, «CETEBBIC  INMHOHBD», OCHOBHASA IEb  KOTOPHIX —  HapyIICHHE
KOH(HIEHIHATBHOCTH, TIEIIOCTHOCTH, TOCTYITHOCTH HH(POPMALIUK U TIOJTHBIH KOHTPOJTH 32
pabdotoii xocta. Kpome TOTO, BO3MOMKEH HECAHKIIMOHHUPOBAHHBIN 3aIyCK TMPHKIATHBIX
MpoTpaMM  TIOJIB30BATENEH Il HECAHKIMOHUPOBAHHOTO TIONYYECHHS HEOOXOIMMBIX
HAPYIIHUTEO JAHHBIX, AJIA 3aIyCKa YIPaBIsa€MbIX IPUKIIAJIHON IPOrpaMMOM MPOLECCOB
u 1Ip.

BriaensaroT Tpu nmoakiacca JaHHBIX YIPO3:

- pactipocTpaHeHue (HPaMIToB, COACPKANTUX HECAHKITHOHUPOBAHHBIN UCITOJTHIEMBIN KOT,

- YIaTICHHBIN 3aIyCK MPHIIOKEHHS Iy TEM TIEPENOTHEHU Oy(epa IpHUI0KEHHH CEPBEPOB;
- YAaNeHHBIN 3aIyCK MPUIIOKEHUS MyTEM HWCIOIB30BAHHUA BO3MOKHOCTEH YIATIEHHOTO
VIPABIECHUS CHCTEMOMW, TPEIOCTABISIEMBIX CKPBITHIMH MPOTPAMMHBIMH M amlTapaTHBIMHU
3aKJIQJAKaMH, THOO0 UCITOJIb3YEMBIMHU IITATHBIMU CPEACTBAMH.

TumoBbie yTpo3Bl TEPBOTO W3 YKA3aHHBIX IIOJKIIACCOB OCHOBBIBAIOTCS HA
AKTUBHU3AIIUH PACTIPOCTPAHIEMbIX (DANIIOB TIPH CITyYalHOM OOpAIIEHUH K HHUM.

[Tpumepamu Takux (aityioB MOTYT CIYKHUThH: (DaliiIbl, cOAECpIKAIIHE HCIIOTHAEMBIH
KOJ B BHJ JOKYMEHTHI, COJAECPIKAIINE HCTIOTHAECMBIN KOJ B BHIE 3JIEMEHTOB ActiveX,
JavaammieToB, HHTEPIIPETHPYEMBIX CKPHITTOB (HampuUMep, TeKCTh Ha JavaScript); ¢aiisr,
cCoAepKaIIre HWCTIOJMHIAEMBbIE KOABI mporpamm. J{nms pacmpocTpaneHus (aiaoB MOTYT
WCTIONB30BATHCA CIYKOBI 3JIEKTPOHHOU TOYTHI, Tiepeaaun (aumnoB, ceTeBod (almoBou
CHUCTEMBI.

[Ipu yrposax BTOPOTO TOJKIACCA HWCIONB3YIOTCS HEAOCTATKH TMPOTPAMM,
PeaTM3yIOMIHNX CETEBBIE CEPBHUCHI (B YACTHOCTH, OTCYTCTBHE KOHTPOJIA 32 TIEPETIOTHEHHEM
Oydepa). HacTpolikol CHCTEMHBIX PETHCTPOB MHOT/IA YIAETCS TEPEKITFOUNUTH TIPOIIECCOP
MOCJI€ TPEPHIBAHUSA, BBI3BAHHOTO TIEPETIONTHEHHEM Oy(epa, Ha HCIONHEHHE KOJA,
cozepkamerocs 3a rpanuned Oydepa. [Ipumepom peammsarii TaKOW YTrpoO3bI MOXKET
CITy’KUTh BHEIPEHHUE NIMPOKO U3BECTHOTO «BHpyca Moppucay.

[Ipu yrpo3ax TpPEeThETO TMOAKIACCA HAPYIIUTENh HCIOIb3YET BO3MOKHOCTH
VAANEHHOTO YIPABIIEHUS CHCTEMOW, TPEIOCTABIAEMbIE CKPBITBIMH KOMIIOHEHTAMH
(Hammpumep, «TpostHCKuME» mporpammamu Tama Back. Orifice, Net Bus), mu6o mratHeiMu
CpeACTBaMH YIPABJICHUWS W AJAMHHHCTPHPOBaHMA KommbroTepHBIX ceteil (Landesk
Management Suite, Managewise, Back Orifice u 1.1.). B pe3ympraTte ux ucnonb30BaHUST
yaaeTcs JOOUTHCS yIATEHHOTO KOHTPOJIA HAJ CTAHIIUEH B CETH.

B  Vupexnennmnm mnpumeHseTcs TNONMTAKA OTPAHHYEHHOTO HWCTIOIB30BAHUA
MpoTpamMM, YJAIEHHOE YIPABIICHUE 3alpeIieHO, BEPOSTHOCTh PEANH3AIMH YTIPO3BI -
MaJIOBEPOSITHA.

YI'PO3bl BHEAPEHUSA 11O CETH BPEAOHOCTHBIX TPOI'PAMM

K BpenoHOCHBIM IpOorpaMmam, BHEAPAEMBIM IO CETH, OTHOCIATCA BUPYCHI, KOTOPBIE
Uil CBOErO0 PacHpOCTPAHEHHUA AKTHBHO MCIONB3YIOT MNPOTOKOJBI W BO3MOKHOCTH
JOKAITbHBIX W TIOOANbHBIX ceTe. OCHOBHBIM TIPHHIMIIOM PadOThl CETEBOTO BHUpYyCa
ABJSAETCS BO3MOKHOCTh CAMOCTOSATENIBHO MEPEIaTh CBOM KOJ HAa YJAJICHHBIN CEpPBEP WIH
pabouyro cranimio. «l[lomHOIEHHBIE» CETEBBIE BUPYCHI MPH STOM OONATAIOT €IIE H
BO3MOKHOCTBIO 3aITyCTUTh HA BBIMOJTHEHUE CBOM KOJI HA YAAJEHHOM KOMITBIOTEPE WJIH, IO
KpaHEH Mepe, «TIOATOKHYThY MOIh30BATENS K 3aITyCKy 3apaXKEHHOTO (haiina.

BpenonocubiMu iporpamMMamu, odectieunBaronuMu ocymecteierane HCJI, moryT
OBITH:



- MPOTPAMMBI TTIOI00PA U BCKPHITHS TAPOJIEH;

- IPOTPaMMBI, PEATU3YIOIIHUE YTPO3HI,

- OpOrpaMMbl, AEMOHCTPUPYIOIIME UCTIOIb30BAHUE HEICKIAPUPOBAHHBIX BO3MOKHOCTEHU
MPOTPAMMHOTO W TIporpaMMHO-anmapataoro oodecreuenus MCII/Ix;

- IPOTPaMMBI-T€HEPATOPBI KOMITBIOTEPHBIX BHPYCOB;

- TPOTPAMMBI, JEMOHCTPHUPYIOIHE YS3BHMOCTH CPEJICTB 3aIMUTH WHDOpPMAIMH W Jp.
BeposatHOCTE peanu3anuu yrpo3sl - MaIOBEPOSITHA.
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